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This tutorial introduces the use of the OLE DB probe module type for use in stateful and stateless
monitoring using rules and monitors.
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Tutorial Overview

This tutorial builds on the OLE DB discovery tutorial and uses the module to perform monitoring as well
as discovery against a SQL database. This tutorial takes some of the content from the discovery tutorial
and generalized the data source before using it in other compositions focused on monitoring. Collection
rules, alerting rules and monitors are covered in the tutorial.

This tutorial will work with Operations Manager 2007 SP1 and R2 (Beta or later). The module type has
undergone some rework and improvements for R2 and there are additional configuration items you can
use. | will mention these but will not use them in this tutorial allowing you to use this MP on either
version.

The tutorial assumes you have knowledge of Operations Manager, creation of management packs in
XML and a basic understanding of scripting. During the walkthrough | work exclusively in XML although
each step could equally be performed using the Authoring Console.

The finished MP is available with this guide and is named AuthorMPs.Tutorials.OLEDDB.Monitoring.xml

If you have any comments / questions please mail steve@authormps.com.
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Prepar e the Test Server

This tutorial will query a Microsoft SQL Server database for some basic discovery information. To do this
we need to set up a test database on an OpsMgr agent or server that you will do for testing. We will
also create a registry key and some values to identify the agent as running the sample application we are
discovering against. Locate the agent / server you will test on and ensure that it has Microsoft SQL
Server installed.

Note if you prepared the server for the discovery tutorial you do not need to recreate the registry keys
as these are the same. Also the database you created is still valid but a new table is introduced in the
database that you must create.

Create the Database

Run Microsoft SQL Server Management Studio and create a test database that you will use. The name
does not matter as long as you remember it for later! | will use a database called AuthorMPsTest. You
can just take the defaults for the database when you create it.

Now you need to add a table that we will use for our discovery. You can run the following create table
script in a query window in SQL Server Management Studio to create the table. Itis avery simple table
with four columns. If you have chosen a different name of your database simply replace it in the script.

USE [AuthorMPsTest]
GO

SET ANSI_NULLS ON
GO

SET QUOTED_IDENTIFIER ON
GO

CREATETABLE [dbo] . [AppComponents] (
[ComponentID] [n  var char] (10) NULL,

[Description] [nvarchar] (255) NULL,
[Property1] [nvarchar] (255) NULL,
[Property2] [int] NULL

) ON [PRIMARY]

GO

When you have run this SQL script you should find a table created as shown below:
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=B~ thorMPST est
[ Database Diagrams
[= [ Tables
4 Svskem Tables
= =1 dbo.AppComponents
= 3 Columns
=] ComponentID inchari 10, null)
=] Description {rearchar(255), null)
=] Propertyl {nvarchar(255), null
=] Property2 {int, null)

Now we need to populate some data into the table. This simple SQL script adds three rows to the table.
In our discovery example each row will represent an instance. Run this script from a query window in
SQL Server Management Studio against the AppComponents table:

insert into AppComponents (componentlD , Description , Propertyl , Property2 )
values ('Compl' , 'Componentl' , 'C1P1', 1)
insert into AppComponents (componentlD , Description , Propertyl , Property2 )
values ('Comp2' , 'Component2' , 'C2P1' , 2)
insert into AppComponents (componentlD , Description , Propertyl , Property2 )
values ('Comp3' , 'Component3" , 'C3P1'" , 3)

You can ensure that you have some data in the table by running

select * from AppComponents

This should return data as shown below

] Results BE| Messagesl

Compaornentl D | Dezcription | Propertyl | Froperty:
T Compl Component1  C1P1 1

CompZ Comporent 2 C2P1 2

Comp3 Comporent 3 C3F1 3

You now need to create a second table that we will use for the monitoring piece of the tutorial. Create
this by running the following script:

USE [AuthorMPsTest]
GO

SET ANSI_NULLS ON
GO

SET QUOTED_IDENTIFIER ON
GO

CREATETABLE [dbo] . [AppComponentState] (

[ComponentID] [n  var char] (10) NULL,
[State] [int] NULL
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) ON [PRIMARY]

GO

Now populate the table by running the following:

insert into AppComponentState ( componentlID , State )
values ('Compl' , '0" )

insert into AppComponentState  (componentlD , State )
values ('Comp2' , '0" )

insert into AppComponentState ( componentlID , State )
values ('Comp3', '0")

You can ensure that you have some data in the table by running

select * from AppComponentState

This should return data as shown below

] Results | 3 Messagesl

Comparentl D | Statel
1 | Comp1 0

Comp2 1

Comp3 1

The database is now ready to be used.

Create the Registry Key and Values
On the same server you have created the database, run the registry editor and create a key called:

1 HKEY_LOCAL_ MACHINE\SOFTWARE\AuthorMPs\ApplicationX-OLEDB
Under this key create two string values names as follows:

9 HKEY_LOCAL MACHINE\SOFTWARE\AuthorMPs\ApplicationX-OLEDB\SQLInstance
9 HKEY_LOCAL MACHINEASOFTWARE\AuthorMPs\ApplicationX-OLEDB\SQLDB

These values will contain the name of the SQL instance and the name of the database you created
earlier. The SQL instance name should be the NETBIOS name of the server if SQL is installed in the
default instance, or the NETBIOS name and the instance name for a non default instance e.g.
stwilsonx20\instancel. Here is an example:
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Carmputer Marne Tvpe | Daka
HKEY _CLASSES_ROCT ab|{Default) REG_S7 {value ot sek)
HKEY_CURREMT _LISER REG_SZ AuthorMPsTest
HKEY_LOCAL_MACHINE ab| 5l Instance REG_SZ shwilsonzz0
BZD0o0000ao
COMPOMENTS
HARDWARE
SAM
achema
SECURITY
SOFTWARE
H L ATI
& | ATI Technologies
= | AuthorMps
P Applic ation%-OLECE

B
=

The next section of this tutorial will define the class structure and the discoveries. One discovery will
use the registry and the second discovery will use the values found in the registry to query the correct
database.
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Build the Basic MP

We are ready to being building the MP. In the first section we will build the class model and application
discovery. Once we test this and are sure it is working we will move on to the component discovery
piece using SQL. Note this section of the tutorial is similar to the OLE DB discovery tutorial although
there are changes as follows:

9 Identifies are changed to a new prefix: AuthorMPs.Tutorial. OLEDB.Monitoring
9 SCDW reference is added
1 Alertview for Application X is added

Define the Manifest

First | define the manifest of the MP with the library MPs | will require reference to later on. You should
replace your reference to the MP schema with the local copy of the schema you are using (note the
schema is installed with the Authoring Console). | assume it is in C:\MPSchema. You do not require a
pointer to the schema in your management pack but it makes editing in XML a lot easier (see my first
MP 101 tutorial for more information about referencing a schema and the benefits of this). The
definition is as follows:

<ManagementPack
xsi:noNamespaceSchemalocation =" C:\ MPSchema ManagementPackSchema.xsd "
xmins:xsd =" http://www.w3.0rg/2001/XMLSchema "
xmlns:xsi =" http://www.w3.0rg/2001/XMLS chema- instance ">
<Manifest >
<ldentity >
<ID >AuthorMPs.Tutorial. OLEDB. Monitoring </ ID>

<Version >1.0.0.0 </ Version >
</ Identity >
<Name>AuthorMPs Tutorial MP - OLEDB Monitoring </ Name>
<References >
<Reference Alias ="System" >
<ID >System.Library </ ID>
<Version >6.0.6278.0 </ Version >
<PublicKkeyToken >31bf3856ad364e35 </ PublickeyToken >
</ Reference >
<Reference Alias ="SystemHealth ">
<ID >System.Health.Library </ 1D >
<Version >6.0.6278.0 </ Versi on>
<PublicKkeyToken >31bf3856ad364e35 </ PublickeyToken >
</ Reference >
<Reference Alias ="Windows" >
<ID >Microsoft.Windows.Library </ ID>
<Version >6.0.6278.0 </ Version >
<PublicKkeyToken >31bf3856ad364e35 </ PublicKkeyToken >
</ Reference >
<Reference Alias ="SC'>
<ID >Microsoft.SystemCenter.Library </ ID>
<Version >6.0.6278.0 </ Version >
<PublicKkeyToken >31bf3856ad364e35 </ PublickeyToken >
</ Reference >
<Reference Alias ="SCDW>
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<ID >Microsoft.  SystemCenter.DataWarehouse.Library </ ID>
<Version >6.0.6278.0 </ Version >
<PublicKkeyToken >31bf3856ad364e35 </ PublickeyToken >
</ Reference >
</ References >
</ Manifest >
</ ManagementPack >

Create the Classes

| will define an application class called Application X and a component class called Application X
Component. Between them | will create a hosting relationship. The Application X class holds a property
for the database instance name and the database name that we will discover from the registry. The
Application X Component class has a property for each of the columns in the table that we created in
the database. The classes and relationship is defined as follows:

<TypeDefinitions >
<EntityTypes >
<ClassTypes >

<ClassType ID =" AuthorMPs.Tutorial. OLEDB. Monitoring  .ApplicationX "
Abstract ="false " Accessibility ="Internal " Hosted ="true "
Base =" Windows!Microsoft. Windows.LocalApplication ">

<Property ID="SQLInstance " Type="string "/>
<Property ID="SQLDB Type="string "/>
</ ClassType >

<ClassType
ID =" AuthorMPs.Tutorial. OLEDB. Monitoring .ApplicationXComponent "
Abstract ="false " Accessibility ="Internal " Hosted ="true "
Base =" Windows!Microsoft. Windows.ApplicationComponent ">

<Property ID="ID" Type="string " Key="true "/>
<Property  ID="Propertyl " Type="string "/>

<Property ID="Property2 " Type="int "/>
</ ClassType >
</ ClassTypes >
<RelationshipTypes >
<RelationshipType ID =" AuthorMPs.Tutorial. OLEDB.
Monitoring .ApplicationXHostsApplicationXCo mponent " Accessibility ="Internal "
Base =" System!System.Hosting ">
<Source >AuthorMPs.Tutorial. OLEDB. Monitoring  .ApplicationX </ Source >
<Target >AuthorMPs.Tutorial. OLEDB. Monitoring .ApplicationXComponent </ Target >

</ RelationshipType >
</ Rel ationshipTypes >
</ EntityTypes >
</ TypeDefinitions >

Create the Registry Discovery
The discovery for Application X uses a simple registry discovery that checks for the existence of the

registry key we created previously (HKLM\ SOFTWARE\AuthorMPs\ApplicationX-OLEDB). We also query

the two values we created to hold the instance and database names. These values are mapped to the
properties of the Application X instance we discover. The discovery is defined in the monitoring section
of the MP as shown below:

AuthorMPs.com



<Discovery  ID =" AuthorMPs.Tutorial. OLEDB.Monitoring.ApplicationX.Discovery
Target =" Windows!Microsoft. Windows.Server.Computer " Remotable ="false
Enabled ="true ">
<Category >Discovery </ Category >
<DiscoveryTypes >
<DiscoveryClass
TypelD =" AuthorMPs.Tutor  ial. OLEDB.Monitoring.ApplicationX ">
<Property  PropertylD ="SQLInstance "/>
<Property  PropertylD ="SQLDB />
<Property  TypelD =" System!System.Entity
</ DiscoveryClass >
</ DiscoveryTypes >
<DataSource ID="DS'
TypelD =" Windows!Microsoft. Windows.FilteredRegistryDiscoveryProvider ">

PropertylD =" DisplayName " />

<ComputerName >$Target/Property[ Type="Windows!Microsoft. Windows.Computer"]/Net
workName$</ ComputerName >

<RegistryAttributeDefinitions >
<RegistryAttributeDefinition >
<Att ributeName >ApplicationXExists </ AttributeName >

<Path >SOFTWAREAuthorMPs \ ApplicationX - OLEDB/ Path >
<PathType >0</ PathType >
<AttributeType >0</ AttributeType >
</ RegistryAttributeDefinition >
<RegistryAttributeDefinition >
<AttributeName >SQLInstance </ AttributeName >
<Path >SOFTWAREAuthorMPs \ ApplicationX - OLEDB SQLInstance </ Path >
<PathType >1</ PathType >
<AttributeType >1</ AttributeType >
</ RegistryAttributeDefinition >
<RegistryAttributeDefinit ion >
<AttributeName >SQLDB/ AttributeName >
<Path >SOFTWAREAuthorMPs \ ApplicationX - OLEDB SQLDB:/ Path >
<PathType >1</ PathType >
<AttributeType >1</ AttributeType >
</ RegistryAttributeDefinition >
</ RegistryAttributeDefinitio ns>
<Frequency >60</ Frequency >

<Classld >$MPElement[Name="AuthorMPs.Tutorial. OLEDB.Monitoring.ApplicationX"]$
</ Classld >
<InstanceSettings >
<Settings >
<Setting >

<Name>$MPElement[Name="Windows!Microsoft.Windows.Computer")/Pr incipalName$ </ N
ame>

<Value >$Target/Property[Type="Windows!Microsoft.Windows.Computer"]/PrincipalN
ame$</ Value >
</ Setting >
<Setting >
<Name>$MPElement[Name="System!System.Entity"]/DisplayName$ </ Name>
<Value >Applic ation X
($Target/Property[Type="Windows!Microsoft. Windows.Computer"][/NetbiosComputerN
ame$) </ Value >
</ Setting >

AuthorMPs.com 10



<Setting >

<Name>$MPElement[Name="AuthorMPs.Tutorial. OLEDB.Monitoring.ApplicationX"[/SQL
Instance$ </ Name>
<Value >$Data/Values/SQLInstance$ </ Value >
</ Setting >
<Setting >

<Name>$MPElement[Name="AuthorMPs.Tutorial. OLEDB.Monitoring.ApplicationX"[/SQL
DB$</ Name>
<Value >$Data/Values/SQLDB$ </ Value >
</ Setting >
</ Settings >
</ InstanceSettings >
<Expression >
<SimpleExpression >
<ValueExpression >
<XPathQuery Type="Boolean " >Values/ApplicationXExists </ XPathQuery >
</ ValueExpression >
<Operator >Equal </ Operator >
<ValueExpression >
<Value Type="Boolean " >true </ Value >
</ ValueExpression >
</ SimpleExpression >
</ Expression >
</ DataSource >
</ Discovery >

Create Some Views
To make it easier to use the rest of this tutorial it is a good idea to create a couple of simple views. | will
create a state view for Application X instances , a state view for Application X Component instances and
an alert view for Application X. The views, folders and folder items are defined in the MP as follows:

<Presentation >
<Views >
<View ID =" AuthorMPs.Tutorial. OLEDB.Monitoring.ApplicationX.StateView "
TypelD =" SC!Microsoft.SystemCenter.StateViewType "
Target =" AuthorMPs.Tutorial. OLEDB.Monitoring.ApplicationX " Visible ="true "
Accessibility ="Internal ">
<Category >Operations </ Category >
<Criteria />
</ View >
<View ID =" AuthorMPs.Tutorial. OLEDB.Monitoring.ApplicationX.AlertView "
TypelD =" SC!Microsoft.SystemCenter.AlertViewType "
Target =" AuthorMPs.Tutorial. OLEDB.Monitoring.ApplicationX " Visible ="true "
Accessibility ="Internal ">
<Category >Operations </ Category >
<Criteria >
<ResolutionState >
<State >0</ State >
</ ResolutionState >
</ Criteria >
</ View >
<View
ID =" AuthorMPs.Tutorial. OLEDB.Monitoring.ApplicationXComponent.StateView "
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TypelD =" SC!Mi crosoft.SystemCenter.StateViewType "
Target =" AuthorMPs.Tutorial. OLEDB.Monitoring.ApplicationXComponent "
Visible ="true " Accessibility ="Internal ">

<Category >Operations </ Category >

<Criteria />

</ View >
</ Views >
<Folders >
<Folder D =" Autho rMPs.Tutorial. OLEDB.Monitoring.ViewFolder.Root "
ParentFolder =" SC!Microsoft.SystemCenter.Monitoring.ViewFolder.Root "
Accessibility ="Internal " />

</ Folders >
<Folderltems >
<Folderltem
ElementID =" AuthorMPs.Tutorial. OLEDB.Monitoring.ApplicationX.StateVie w'
Folder =" AuthorMPs.Tutorial. OLEDB.Monitoring.ViewFolder.Root ">
<Folderltem
ElementID =" AuthorMPs.Tutorial. OLEDB.Monitoring.ApplicationXComponent.StateVie
w' Folder ="AuthorMPs.Tutorial. OLEDB.Monitoring.ViewFolder.Root ">
<Folderltem
ElementID =" Auth orMPs.Tutorial. OLEDB.Monitoring.ApplicationX.AlertView "
Folder =" AuthorMPs.Tutorial. OLEDB.Monitoring.ViewFolder.Root ">
</ Folderltems >
<StringResources >
<StringResource
ID =" AuthorMPs.Tutorial. OLEDB.Monitoring.ApplicationXComponent.DBState.Rule.Al
ert Message" />
<StringResource
ID =" AuthorMPs.Tutorial. OLEDB.Monitoring.ApplicationXComponent.DBState.Monitor
AlertMessage "/>
</ StringResources >
</ Presentation >

Add some Display Strings

To make it easier to follow what is happening during testing using the Operations Console you should
add display strings for the classes, discovery and views that we have defined so far in the MP. The
language packs section should be created as shown below:

<LanguagePacks >
<LanguagePack ID="ENU IsDefault ="true ">
<DisplayStrings >

<DisplayString ElementID =" AuthorMPs.Tutorial. OLEDB.Monitoring ">
<Name>AuthorMPs Tutorial MP - OLEDB Discovery </ Name>
<Description ~ >This MP demonstrates how to use the OleDB module for
object discovery </ Description >
</ DisplayString >
<DisplayString
ElementID =" AuthorMPs.Tutorial. OLEDB.Monitoring.ApplicationX ">
<Name>AuthorMPs Tutorial - Application X </ Name>
</ DisplayString >
<DisplayString
ElementID =" AuthorMPs.Tutorial. OLEDB.Monitoring.Applicat ionX "

SubElementID ="SQLDB >
<Name>SQL Database </ Name>
</ DisplayString >
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<DisplayString
ElementID =" AuthorMPs.Tutorial. OLEDB.Monitoring.ApplicationX "
SubElementID ="SQLInstance ">
<Name>SQL Instance </ Name>
</ DisplayString >

<DisplayString
ElementID =" AuthorMPs.Tutorial. OLEDB.Monitoring.ApplicationXComponent ">
<Name>AuthorMPs Tutorial - Application X Component </ Name>
</ DisplayString >
<DisplayString
ElementID =" AuthorMPs.Tutorial. OLEDB.Monitoring.Application XComponent"

SubElementlID ="ID">
<Name>ID </ Name>
</ DisplayString >
<DisplayString
ElementID =" AuthorMPs.Tutorial. OLEDB.Monitoring.ApplicationXComponent
SubElementID =" Propertyl ">

<Name>Property 1 (string) </ Name>
</ DisplayStrin g>
<DisplayString

ElementID =" AuthorMPs.Tutorial. OLEDB.Monitoring.ApplicationXComponent
SubElementID =" Property2 ">

<Name>Property 2 (int) </ Name>
</ DisplayString >
<DisplayString
ElementID =" AuthorMPs.Tutorial. OLEDB.Monitoring.Applica tionXHostsApplicationXC
omponent " >
<Name>Author MPs Tutorial - Applicaiton X Hosts Application X

Component </ Name>
</ DisplayString >

<DisplayString
ElementID =" AuthorMPs.Tutorial. OLEDB.Monitoring.ApplicationX.AlertView ">
<Name>Appli cation X Alerts </ Name>
</ DisplayString >
<DisplayString
ElementID =" AuthorMPs.Tutorial. OLEDB.Monitoring.ApplicationX.StateView ">
<Name>Application X State </ Name>
</ DisplayString >
<DisplayString

ElementID =" AuthorMPs.Tutorial.OL EDB.Monitoring.ApplicationXComponent.StateVie
w'>

<Name>Application X Component State </ Name>
</ DisplayString >
<DisplayString
ElementID =" AuthorMPs.Tutorial. OLEDB.Monitoring.ApplicationX.Discovery ">
<Name>Discover Application X on Windows Servers </ Name>
</ DisplayString >
<DisplayString

ElementID =" AuthorMPs.Tutorial. OLEDB.Monitoring.ApplicationX.Discovery
SubElementID ="DS'>
<Name>Registry Probe </ Name>
<Description />
</ DisplayString >
<DisplayStr ing
ElementID =" AuthorMPs.Tutorial. OLEDB.Monitoring.ViewFolder.Root ">
<Name>AuthorMPs Tutorial - OLEDB Discovery </ Name>
</ DisplayString >
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</ DisplayStrings >
</ LanguagePack >
</ LanguagePacks >

Test the Application Discovery

At this stage you should run MPVerify to check your management pack is valid and then import and test
the MP to ensure the discovery is working correctly before proceeding. To test the basics follow these
steps:

1. Ensure an Operations Manager agent / server is deployed to the chosen server

2. Ensure the registry keys documented earlier are present on the test server

3. Import your MP with the classes and discovery and ensure it is downloaded to your test server
(review the Operations Manager event log)

4. In the Operations Console select the Application X state viS &  dzy’ R S NJ NiIPKTsitori#d i dzii K 2 NJ
h[ 95. 5 NiawdddgrS NE Q

5. Ensure an instance is discovered from your test server

6. Ensure the SQL instance and database properties are populated

7. Ensure no instances of Application X are discovered on other servers

An example of the discovered instance is shown below:

oObject Properties

F

-
-) AuthorMPs Tutorial - Application X properties of Application X {stwilsonxZ0)

Marne Application ¥ {stwilsonx20)

Path sbwilsonx20. redmond. corp. microsoft, com
0L Instance  stwilsonxz0

AL Dakabase AuthorMPsTest

Displaw Mame  Application ¥ (shwilsonxz0)

We are now ready to get to the main part of the tutorial and actually use the OLE DB module.
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Build the OLE DBDiscovery

This is a slight repeat of the OLE DB discovery tutorial but this time we are going to generalize the
module a bit and create a generic probe that outputs OLE DB data first. We will then compose this into
a discovery specific module type that outputs discovery data. The reason for this is that we want to use
the generic probe to use in our monitoring.

Plan the Workflow s

The module that we will be using for the OLE DB discovery is defined as a probe action module type in
the System.Library. Itis called System.OleDbProbe and outputs data of type System.OleDbData. The
module type can be visualized as follows:

System. System.

BaseData OleDbData
System.OleDbProbe

Since this is a probe action module type the first thing we need to do is trigger it. For monitoring and
discovery we want to do this on a schedule so the first thing we will add is a simple scheduler data
source as shown below:

System. System.

TriggerData OleDbData
System.SimpleScheduler System.OleDbProbe

The data from this workflow is OLE DB data. This data is OK to use in rules and monitor workflows but
to use in discoveries we want to map this data to discovery.

To meet both cases we will define two new data source module types. The first one will output OLE DB
data and the second one will further compose the first module type and output discovery data.

The first module types is the basic content probe:
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AuthorMPs.Tutorial. OLEDB.Monitoring. TimedContentProbe

System. System.

| TriggerData OleDbData
| System.SimpleScheduler System.OleDbProbe

The second module type is the discovery probe

AuthorMPs.Tutorial. OLEDB.Monitoring. TimedDiscoveryProbe

System. I System.

AuthorMPs. Tutorial. | OleDbData_| OSE— DfscoveryDatal
OLEDS. Monitoring. Classéna sﬁotDatal\?; er
TimedContentProbe ] p pp '

—_—— e — — = 5

Compose the Timed Probe

Now we have a plan for the workflows we need to define them in new module types in our MP. Both
module types will be data source module types that we will use at the start of discovery, rule and
monitor based workflows. The first module type is the generic timed OLE DB probe that outputs OLE DB
data.

The first step is to define the new module type in the module types section of the MP. This is defined
below together with the configuration it will take.

<DataSourceModuleType
ID =" AuthorMPs.Tutorial. OLEDB.Monitoring. TimedContentProbe "

Accessibility ="Internal ">
<Configuration >
<xsd:element  name="IntervalSeconds " type ="xsd:integer "/>
<xsd:element name="SyncTime " type ="xsd:string "/>
<xsd:element name=" ConnectionString " type ="xsd:string "/>
<xsd:element name="Query " type ="xsd:string "/>
<xsd:element = name=" OneRowPerltem " type ="xsd:boolean " />
<! -- <xsd:element name="QueryTi meout" type="xsd:integer"/> - >

</ Configuration >

Note that | have commented out one of the configuration items (QueryTimeout). The R2 module type
takes this additional configuration so you can use this if required if you are only using R2. The
configuration is going to be used as follows:

Element | Configuration for

AuthorMPs.com 16



IntervalSeconds The scheduler module ¢ this is the interval in seconds

SyncTime The scheduler module ¢ this is the sync time if required
ConnectionString | The SQL connection string to be used by the OLE DB module
Query The query to execute by the OLE DB module

OneRowPerltem | A Boolean indicating if output should be one data item per row or one data
item with all rows in it

Next | add the modules that | will use in this workflow as detailed in the planning section earlier. For
now | will leave the configuration empty and then | will walk through each one. The two modules in use
are defined as:

<Modulelmplementation >
<Composite >
<MemberModules >
<DataSource ID="Scheduler " TypelD =" System!System.SimpleScheduler ">
</ DataSource >
<ProbeAction ID =" SQLProbe" TypelD =" System!System.OleDbProbe ">
</ ProbeAction >
</ MemberModules >
<Composition />
</ Composite >
</ Modulelmplementation >

This is a simple linear workflow so the composition section above is edited to be:

<Composition >
<Node ID="SQLProbe" >
<Node ID =" Scheduler "/>
</ Node>
</ Composition >

The final piece of the module type definition is the output data type (there is no input since this is a data
source module type). This is defined as OLE DB data since we are outputing the data type that the probe
Y2RdzE S Ay (KS g2N] Fft26 RSOfINBa Fa A0Qa 2dziLidzi o

<OutputType >System!System.OleDbData </ OutputType >
The configuration for each module type is now detailed.

Scheduler
The simple scheduler takes a straight pass through of the interval and sync time as follows:

<DataSource ID="Scheduler " TypelD =" System!System.SimpleScheduler ">
<IntervalSeconds >$Config/IntervalSeconds$ </ IntervalSeconds >
<SyncTime >$Config/SyncTime$ </ SyncTime >

</ DataSource >

SQL Probe
The OLE DB module type takes the connection string, query and OneRowPerltem from the module type
configuration. In addition we add a required Boolean configuration values for GetValue. Specifying
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GetValue as true indicates to the probe that it should output the values returned from the queries. If
the probe is being used just to check a query can be run this may be set to false. However if you are
going to use the returned data in any way you must set this to true.

<ProbeAction ID =" SQLProbe" TypelD =" System!System.OleDbProbe ">
<ConnectionString >$Config/ConnectionString$ </ ConnectionString >
<Query >$Config/Query$ </ Query >
<GetValue >true </ GetValue >
<OneRowPerltem >true </ OneRowPerltem >
<! -- <QueryTimeout>$Config/Que ryTimeout$</QueryTimeout> - >
<! -- <GetFetchTime>false</GetFetchTime> - >

</ ProbeAction >

Note that QueryTimeout and GetFetchTime are not available in SP1. If you are using R2 you can specify
these optional configuration items.

At this point you should run MPVerify to ensure your MP is valid.

Compose the Timed Discovery Probe
The next module type definition uses the module type we just defined and adds a discovery mapper.
The module is defined as follows with the configuration schema:

<DataSourceModuleType
ID =" AuthorMPs.Tutorial. OLEDB.Monitoring.TimedDiscoveryProbe
Accessibility ="Internal ">
<Configuration >
<IncludeSchemaTypes >

<SchemaType >System!System.Discovery.MapperSchema </ SchemaType >
</ IncludeSchemaTypes >
<xsd:element name="IntervalS econds " type ="xsd:integer "/>
<xsd:element = name="SyncTime " type ="xsd:string "/>
<xsd:element  name=" ConnectionString " type ="xsd:string "/>
<xsd:element name="Query " type ="xsd:string "/>
<! -- <xsd:element name="QueryTimeout" type="xsd:integer"/> - >
<xsd:element name="Classld " type ="xsd:string "/>
<xsd:element name=" InstanceSettings " type =" SettingsType " minOccurs ="0"

maxOccurs =" 1" />
</ Configuration >

The configuration is similar to the first module type we created except we add configuration for the
discovery mapper and also remove the option to set OneRowPerltem. For discovery data you always
want this value of the SQL probe set to true so that multiple objects can be discovered from a single
discovery. We will hard code this setting within the composition to avoid errors laterl. The
configuration is going to be used as follows:

Element Configuration for

IntervalSeconds The scheduler module ¢ this is the interval in seconds
SyncTime The scheduler module ¢ this is the sync time if required
ConnectionString | The SQL connection string to be used by the OLE DB module
Query The query to execute by the OLE DB module
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Classld The class to be discovered

InstanceSettings | The instance properties for the objects being discovered

Next | add the modules that | will use in this workflow as detailed in the planning section earlier and you
will see we use the new data source module type we created previously. For now | will leave the
configuration empty and then | will walk through each one. The two modules in use are defined as:

<MemberModules >
<DataSource ID="SQLProbe"
TypelD =" AuthorMPs.Tutorial. OLEDB.Monitoring.TimedContentProbe ">
</ DataSource >
<ConditionDetection ID =" Mapper "
TypelD =" System!System.Discovery.ClassSnapshotDataMapper ">
</ Condit ionDetection >
</ MemberModules >

This is a simple linear workflow so the composition section above is edited to be:

<Composition >
<Node ID =" Mapper" >
<Node ID =" SQLProbe" />
</ Node>
</ Composition >

The final piece of the module type definition is the output data type which is discovery data for this
workflow since we are using the discovery data mapper:

<OutputType >System!System.Discovery.Data </ OutputType >
The configuration for each module type is now detailed.

Content Probe
The content probe takes a straight pass through of much of the configuration except the
OneRowPerltem value which we hard code to true as discussed earlier in this section.

<DataSource ID="SQLProbe"

TypelD =" AuthorMPs.Tutorial. OLEDB.Monitoring.TimedContentProbe ">
<IntervalSeconds  >$Config/IntervalSeconds$ </ IntervalSeconds >
<SyncTime >$Config/SyncTime$ </ SyncTime >
<ConnectionString >$Config/ConnectionString$ </ ConnectionString >

<Query >$Config/Query$ </ Query >
<OneRowPerltem >true </ OneRowPerltem >
<! -- <QueryTimeout>$Config/QueryTimeout $</QueryTimeout> -- >
<! -- <GetFetchTime>false</GetFetchTime> - >
</ DataSource >

Discovery Mapper
The discovery mapper simply passes through configuration from the data source module type. 1 will
cover exactly what is passed when we define the discovery workflow. This is simply defined as:
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<ConditionDetection ID =" Mapper"

TypelD =" System!System.Discovery.ClassSnapshotDataMapper ">

<Classld >$Config/Classid$ </ Classld >

<InstanceSettings >$Config/InstanceSettings$ </ InstanceSettings >
</ ConditionDetection >

Create the Discovery

The module type that we will use for discovery is now defined. Now we need to actually create the
discovery workflow to use this new module type. Before continuing to this section ensure that your MP
is valid by using MPVerify.

The basic discovery definition is shown below. We are discovering the Application X Component class
and the hosting relationship to the Application X class. The discovery is targeted at the Application X
class so it will only run where we have discovered an instance of that class already. The basic definition
is:

<Discovery
ID =" AuthorMPs.Tutorial. OLEDB.Monitoring.ApplicationXComponent.Discovery "
Target =" AuthorMPs.Tutorial. OLEDB.Monitoring.ApplicationX " Enabled ="true ">

<Category >Discovery </ Category >
<Discover yTypes >
<DiscoveryClass
TypelD =" AuthorMPs.Tutorial. OLEDB.Monitoring.ApplicationXComponent ">
<Property  PropertylD ="ID"/>
<Property  PropertylD ="Propertyl "/>
<Property  PropertylD ="Property2 "/>
<Property  TypelD =" System!System.Entity
</ DiscoveryClass >
<DiscoveryRelationship
TypelD =" AuthorMPs.Tutorial. OLEDB.Monitoring.ApplicationXHostsApplicationXComp
onent " />
</ DiscoveryTypes >
</ Discovery >

PropertylD =" DisplayName " />

The next step is to add the data source reference:

<DataSou rce ID="SQLQuery"
TypelD =" AuthorMPs.Tutorial. OLEDB.Monitoring.TimedDiscoveryProbe ">

We must provide the configuration for this data source that we defined earlier. The first two
configuration items are simple. We will run every 60 seconds (thisisatest MPCR2 Y Qi R2 (KA &
production MPs!). The configuration is:

<IntervalSeconds >60</ IntervalSeconds >
<SyncTime />

The next configuration item is the SQL connection string. Remember we have discovered the SQL
instance and database on the Application X instance already so we can use this data. A basic connection
string can be defined as follows:
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Provider=SQLOLEDB;Server=  stwilsonx20 ;Database= AuthorMPsTest ;Integrated
Security=SSPI

We want to replace the highlighted text with the discovered data so we define the connection string
configuration for the module as follows using $Target references that are highlighted.

<ConnectionString >Provider=SQLOLEDB; Server= $Target/Property[Type='"AuthorMPs.T
utoria. OLEDB.  Monitoring .ApplicationX'[/SQLInstance$ ;Database =$Target/ Propert
y[Type='AuthorMPs.Tutorial. OLEDB. Monitoring  .ApplicationX'//SQLDB$ ;Integrated
Security=SSPI </ ConnectionString >

The next configuration element is the query we will run. Note that we could have run select * from
AppComponents but it is safer to be explicit here in case the table structure ever changes and you end
up mapping data unexpectely if column orders change. | define the query as follows:

<Query >select ComponentID,Description,Propertyl, Property2 from
AppComponents </ Query >

The last two configuration items are the class to discover and the instance mapping. The class definiton
is straight forward:

<Classld >$MPElement[Name='AuthorMPs.Tutorial. OLEDB. Monitoring .ApplicationXCom
ponent]$ </ Classld >

The instance mapping is a little more complex. Before defining the discovery mapping is worth
understanding the data item that is output from the OLE DB module that we will map to discovery data.
A single data item is output for each row in the database and here is an example:

<Dataltem type =" System.OleDb Data" time ="2009-02-08T13:59:55.1035240 -08:00 "
sourceHealthServiceld =" BOBE86FA- 56 AD- 1F2E- EE87- 8DF72FC53818" >
<HRResult >0</ HRResult >
<ResultLength >8</ ResultLength >
<Result >Success </ Result >
<InitializationTime >1000 </ InitializationTime >
<OpenTime>0</ OpenTime >
<ExecutionTime >0</ ExecutionTime >
<FetchTime >0</ FetchTime >
<RowLength >1</ RowLength >
<Columns >
<Column VariantType
<Column VariantType
<Column VariantType
<Column VariantType
</ Columns >
<OriginalDatalLength >0</ OriginalDataLength >
</ Dataltem >

" 8" >Complk/ Column>
"8">Component 1 </ Column>
" 8" >C1P1</ Column>
"3">1</ Column>

You can see that the row data is contained in the columns element and each column is a sub element
beneath that. We will use this when we define our instance mapping.

We want to map the columns as follows:
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Column Application X Property

1 ID

2 Display Name (defined on System.Entity)
3 Property 1

4 Property 2

This is defined as follows:

<InstanceSettings >
<Settings >
<Setting >

<Name>$MPElement] Name="Windows!Microsoft.Windows.Computer"]/PrincipalName$ </ N
ame>

<Value >$Target/Host/Property[Type="Windows!Microsoft. Windows.Computer"]/Princ
ipalName$ </ Value >
</ Setting >
<Setting >
<Name>$MPElement[Name="System!System.Entity"]/DisplayNa me$</ Name>
<Value >$Data/Columns[1])/Column[2]$ </ Value >
</ Setting >
<Setting >

<Name>$MPElement[Name="AuthorMPs.Tutorial. OLEDB.Monitoring.ApplicationXCompon
ent']/ID$ </ Name>
<Value >$Data/Columns[1]/Column[1]$ </ Value >
</ Setting >
<Setting >

<Name>$MPElement[Name="AuthorMPs.Tutorial. OLEDB.Monitoring.ApplicationXCompon
ent")/Propertyl$ </ Name>

<Value >$Data/Columns[1])/Column[3]$ </ Value >
</ Setting >
<Setting >
<Name>$MPElement[Name="AuthorMPs.Tutorial. OLEDB.Monito ring.ApplicationXCompon
ent")/Property2$ </ Name>
<Value >$Data/Columns[1])/Column[4]$ </ Value >
</ Setting >

</ Settings >
</ InstanceSettings >

Note that we have to reference the computer PrincipalName property as this is the computer instance
the Application X Component is ultimately hosted under. Application X has no key property so we do
not need to define this.

The discovery is now complete and you can add a display string if you want at this stage. We are nhow
ready to test this finished discovery.
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Test the Discovery
To test the final MP, follow these steps:

1. Import your MP with the classes and discovery and ensure it is downloaded to your test server

(review the Operations Manager event log)

2. In the Operations Console select the Application X Componend & G |

Tutoriallch[ 95. 5A3020SNEQ OASs T2t RSNJ

3. Ensure three instances are shown :

= _-J b anitaring 4 Look for: I Fird Mow

dzy RSNJ i K

LA| Active Alerts

i
w Computers State £ |L{,f-) M| Mame

| Path

u Dizcovered Inventany hj' Mot monitored Component 1
w Digtnbuted Applications
a Task Status
= [ AuthartdPs Tutarial - OLEDE Discowvery @ rict monitored Compaonent 2
ﬂ Apphcation = Comonent State
22| Application ¥ State

'\3’ Mot ranitared Component 3

shwilsonx20.red. ..
shwilzanx20.red. ..

shwilzonxz0.red., ..

4. Review the properties of one of the instances to ensure all properties have been set:

Object Properties

=H
~_J AuthorMPs Tutorial - Application X Component properties of Component 1

Marmne Component 1
Fath shwilsonxz0, redmond. corp. microsaft, com
D Compl

Property 1 (skring) C1P1
Property 2 {int) 1
Display Mame Component 1

]
=

5. From a SQL query window run the following to remove an instance:
delete from appcomponents where componentid = ‘compl’

6. Wait at least a minute for the next discovery schedule
7. Refresh the state view
8. Ensure that only two instances are now shown
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@ b onitoring
A Active Alerts
25| Computers
== | Discovered Inventany
ﬂ Driztributed Applications
e Task Status

ﬂ Application % Comonent State
i2°| Application ¥ State

=l L AuthorbdPs Tutorial - OLEDE Dizcovery

4 Look For: I

Find M

State |5 M| Name

I:j Mot moniktared

Ql Mok monitored Component 2

| Path
shwilsorx20, redr

shwilsonxz0, redn

Finally ensure re-discovery happens by putting back the Compl entry as follows:

into
('Compl' ,

insert

values '‘Component1' |

AppComponents ( componentID |,
'C1P1' |, 1)

Description Propertyl

After a short period of time this should be re-discovered:

= Q b oritoring

A Active Alerts

8| Computers

= | Digcovered Irvventary

ﬂ Distributed Applications

= Task Status

= [ AuthortdPz Tutorial - OLEDE Dizcovery

ﬂ Application = Comonent State
ﬂ Application = State

L Look For: Fird Mo
_4'\‘

Property2 )

State ¢ | M| Hame

| Path

I\;} ok monitored
I\J Mak ranitared

Component 1

Component 3

@ ot monitored

Component 2

stwilsonxz0.red, .,
shwilsonxz0.red, .

shwilsonxz0,red, .

AuthorMPs.com

24



Build an Alert Generating Rule

The tutorial so far has shown you how to use the OLE DB probe to discover base on contentin a
database. The next sections will show you how to use database content to generate alerts and also
store performance data in Operations Manager. This section covers creating a simple rule to alert on
values returned by the OLE DB probe.

Plan the Workflow

A rule workflow consists of a data source, optionally a condition detection and one or more write
actions. To use the OLE DB content probe module type we developed earlier we will create the
following rule workflow:

Condition
Data Source Detection Write Action
System. System.
OleDbData OleDbData
Content Probe Filter Generate Alert

We are going to create a rule targeted at the Application X Component class that is going to query the
AppComponentState table we created earlier. If the state of the component is listed as 1 we will
generate an alert.

Build the Rule

The first step is to define the rule in the monitoring section of the MP and add the module references
<Rule

ID =" AuthorMPs.Tutorial. OLEDB.Monitoring.ApplicationXComponent.DBState.Rule "
Target =" AuthorMPs.Tutorial. OLEDB.Mo nitoring.ApplicationXComponent ">

<Category >Custom</ Category >
<DataSources >
<DataSource ID="DBProbe"
TypelD =" AuthorMPs.Tutorial. OLEDB.Monitoring. TimedContentProbe ">
</ DataSource >
</ DataSources >
<ConditionDetection ID="Filter " TypelD =" System! System.ExpressionFilter ">
</ ConditionDetection >
<WriteActions >
<WriteAction ID =" GenerateAlert "
TypelD =" SystemHealth!System.Health.GenerateAlert ">
</ WriteAction >
</ WriteActions >
</ Rule >

Now we configure the data source. It will run every 60 seconds for testing and we will pass the
connection string build using the Application X properties as before. Note that this rule is targeted at
the component class so to reference the SQLInstance and SQLDB properties of the application class we
use $Target/Host references. The query selects two columns from the AppComponentState table. Itis
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always better to be explicit about columns in your query so you know the column position in the
returned data.

<DataSource ID="DBProbe"

TypelD =" AuthorMPs.Tutorial.O LEDB.Monitoring.TimedContentProbe ">
<IntervalSeconds >60</ IntervalSeconds >
<SyncTime />

<ConnectionString >Provider=SQLOLEDB;Server=$Target/Host/Property[Type="Author
MPs.Tutorial. OLEDB.Monitoring.ApplicationX']/SQLInstance$;Database=$Target/Ho
st/Propert  y[Type='AuthorMPs.Tutorial. OLEDB.Monitoring.ApplicationX']/SQLDB$;!
ntegrated Security=SSPI </ ConnectionString >
<Query >select ComponentID, State from AppComponentState </ Query >
<OneRowPerltem >true </ OneRowPerltem >
</ DataSource >

Before we build the filter, it is worth examining the data item that will be output for this data source.
This rule will run against each instance of Application X Component. However, because no target
properties are referenced in the data source and only host properties the data source will be cooked
down and executed once per polling interval. This will result in on a single batch of data items being
produced at one time. There will be a single data item per row of data since we set the OneRowPerltem
value to true. An example of one of the data itmes is shown below:

<Dataltem type =" System.OleDbData " time ="2009- 03-26T21:15:49.0237726 -07:00 "
sourceHealthServiceld =" 33D45E77- 9144 - E85D- B3EA OE7C151D61A8" >
<HRResult >0</ HRResult >
<ResultLength >8</ ResultLength >
<Result >Success </ Result >
<InitializationTime >0</ InitializationTime >
<OpenTime >0</ OpenTime >
<ExecutionTime >0</ ExecutionTime >
<FetchTime >0</ FetchTime >
<RowLength >1</ RowlLength >
<Columns >
<Column VariantType ="8">Compl/ Column>
<Column VariantType ="3">0</Column>
</ Columns >
<OriginalDatalLength >0</ OriginalDatalLength >
</ Dataltem >

For the filter module we want to filter for the specific data item about the instance of Application X
component that we are running against and then test to see if the second column is of value 1. The
expression is therefore an AND expression of these two conditions as follows:

<ConditionDetection ID ="Filter " TypelD =" System!System.ExpressionFilter ">
<Expression >
<And>

<Expression >
<SimpleExpression >
<Val ueExpression >
<XPathQuery Type="String ">Columns/Column[l] </ XPathQuery >
</ ValueExpression >
<Operator >Equal </ Operator >
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<ValueExpression >

<Value
Type =" String " >$Target/Property[Type='AuthorMPs.Tutorial. OLED B.Monitoring.Appl
icationXComponent)/ID$ </ Value >

</ ValueExpression >
</ SimpleExpression >
</ Expression >
<Expression >
<SimpleExpression >
<ValueExpression >
<XPathQuery Type ="Unsignedinteger " >Columns/C olumn[2] </ XPathQuery >
</ ValueExpression >
<Operator >Equal </ Operator >
<ValueExpression >
<Value Type="Unsignedinteger " >1</Value >
</ ValueExpression >
</ SimpleExpression >
</ Expression >

</ And>
</ Expression >
</ ConditionDetection >

The value in column 1 (the ComponentID column in the database) is compared to the discovered value
of the Application X Component ID and the value in column 2 (the State column in the database) is
compared to the numeric value 1.

The final step is to create the alert in the write action and the configuration is defined as follows:

<WriteAction ID =" GenerateAlert "

TypelD =" SystemHealth!System.Health.GenerateAlert ">
<Priority =~ >1</ Priority >
<Severity >2</ Severity >

<Alert Messageld >$MPElement[Name="AuthorMPs.Tutorial. OLEDB.Monitoring.Applicat
ionXComponent.DBState.Rule.AlertMessage"]$ </ AlertMessageld >
<AlertParameters >

<AlertParameterl  >$Target/Property[Type='"AuthorMPs.Tutorial. OLEDB.Monitoring.A
pplicationXComponent'/I D$</ AlertParameterl >

<AlertParameter2  >$Data/Columns/Column[2]$ </ AlertParameter2 >
</ AlertParameters >

<Suppression >

<SuppressionValue />

</ Suppression >
</ WriteAction >

The alert write action is configured to suppress on the workflow and we set two alert parameters that
we will use in the display string for the description. To finish the rule we must define the string resource
for this alert in the presentation section of the MP as follows:

<StringResources >

<StringResource
ID =" AuthorMPs.Tutoria [.OLEDB.Monitoring.ApplicationXComponent.DBState.Rule.Al
ertMessage " />
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</ StringResources >

Finally the display strings for this alert string are defined in the language pack as follows:

<DisplayString
ElementID =" AuthorMPs.Tutorial. OLEDB.Monitoring.Applicatio nXComponent.DBState.
Rule.AlertMessage ">
<Name>Appliction X Component Fault (Rule) </ Name>
<Description  >Application X Component: {0} faulted. State reported in
database was: {1} </ Description >

</ DisplayString >

Test the Rule

You should verify the updated MP and import it. When we created the AppComponentState table
earlier in this tutorial all values were set to 0 so after import and distribution you should not see any
alerts in the Application X alert view.

Update the state value of Comp1 in the table by running the following query:

update AppComponentState set State = 1 where componentID = 'Compl'

Wait a short time and you will receive an alert for Component 1 as follows:

Alert Properties [ x] Alert Properties [ ]
{ General | Product knowledae | Company Knowledge | History | Alert Context | Custom Fields | aeneral | Product knowledge | Company knowledge | History {Alert Context | Custom Fields |
-
Date and Time 3[27(2009 9:29:09 AM J
@ Appliction X Component Fault [Rule] HRESULT o
Result Success
ls: Initialization Time 0
Key Details: Open Time 0
Execution Time o
Alert source: 3, Component 1 Fetch Time 5
Alert severity Critical Result Set [comp1 1
Age: 2 Minutes Input Data Item
Repeat Count: a
Nt | Change...
Ticket ID: |
Alert Description:
Application ¥ Component: 'Campl’ Faulted, State reported in database was: ‘1 ;I
Alert Status:
Onece you have identified the problem and taken corrective action, you can select ‘Closed' which wil remave
the Alert from the system ance changes are commitked.
INew j
& Erevious & Mext Ok I Cancel | Apply I @ Previous | & Next | O I Cancel | Apply. I

In the context tab you can see the result set that was collected by the probe. The rule was set to
suppress on workflow so you not see duplicate alerts per component. You can experiment by updating
values in the AppComponentState table to see alerts for other components.

When you are finished testing you should update all values back to zero ready for more testing later by
running the following query.
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update AppComponentState set State = 0

Since the alerts are generated by a rule the alerts will not be automatically resolved. To do that you
need to use a monitor rather than a rule. Monitors are usually the better approach when querying a
database for state data since you normally will be able to monitor in a stateful way. In our simple
example | know the state of each component (good or bad) each time | query for the data. Therefore it
is better for me to use a monitor which we will do in the next section.

The reason | created a rule first is to show the basic use of the OLE DB probe for content monitoring.
This is a simpler exercise that creating a new monitoring type and gives an introduction.
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Build a Monitor

There is no monitor type out of the box to use for OLE DB based probing so the first step we will do in
this section is to create a customer monitor type using the data source module type we already built.
Then we will build a unit monitor targeted to the Application X Component class to calculate health. We
are going to use the data in the same table we used for the rule. You may want to disable the rule while
testing your monitor to avoid confusion although | have used a clear alert name on each so you can
distinguish them in the alert view.

Build the Monitor Type
This is the first tutorial | have covered this topic so | will go through in a lot of detail.

A monitor type defines a type of state machine. There are a set number of states (two or three) and for
each state there is a workflow of modules defined. It is up to the author to ensure that the current state
is deterministic by those workflows and only one state should be possible at a time. You should always
take care when defining filters to ensure they are mutually exclusive otherwise it is undetermined what
state you will end up in if both states are determined at one time.

The monitor type we are going to define us is a two state monitor that uses an OLE DB content probe
and two filters to determine which state to be in. There are two distinct workflows as follows:

Condition
Data Source Detection
System. System.
OleDbData OleDbData
Content Probe Filter (State 1) State 1
Condition
Data Source Detection
System. System.

OleDbData OleDbData
Content Probe Filter (State 2) State 2

The content probe is actually going to be the same for both workflows as we will use the same query
and same database. Therefore you can visualize this as follows:
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Condition

Detection
System.
OleDbData
Filter (State 1) State 1
Data Source

Content Probe lo) S "
% ‘?’@,)7 Condition
60$ : Detection

)

System.

OleDbData
Filter (State 2) State 2

The first step to create this new monitor type is to define the monitor type and the states. When

RSTAYAYAY3I GKS Y2y Aid2N (&L ¢ SuRealfhyasithiswifiles ¢ K |

defined when creating the monitor. Therefore | use a fairly generic name for each state (Statel and
State2)

<UnitMonitorType ID =" AuthorMPs.Tutorial. OLEDB.Monitoring.DBProbeMonitorType "
Accessibility ="Internal ">
<MonitorTypeSt ates >
<MonitorTypeState ID =" Statel "/>
<MonitorTypeState ID =" State2 " />
</ MonitorTypeStates >
<Configuration />
<Monitorimplementation />
<MemberModules />
</ UnitMonitorType >

I normally define the configuration at the end once | have built out the monitor type so | will leave this
empty for now. The next step is to add the modules that we will use in our two workflows. We need a
database probe and two filter modules. These are defined as follows:

<MemberModules >
<DataSource |D="DBProbe"

Typel D=" AuthorMPs.Tutorial. OLEDB.Monitoring.TimedContentProbe ">
</ DataSource >
<ConditionDetection ID =" Statel1Filter "
TypelD =" System!System.ExpressionFilter ">
</ ConditionDetection >
<ConditionDetection ID =" State2Filter "
TypelD =" System!System.ExpressionFilt er">
</ ConditionDetection >

</ MemberModules >

Most of the configuration will be passed through from the configuration the monitor defines. The
database probe configuration is defined as:
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<DataSource |ID="DBProbe"

TypelD =" AuthorMPs.Tutorial. OLEDB.Monitoring .TimedContentProbe ">
<IntervalSeconds  >$Config/IntervalSeconds$ </ IntervalSeconds >
<SyncTime >$Config/SyncTime$ </ SyncTime >
<ConnectionString >$Config/ConnectionString$ </ ConnectionString >

<Query >$Config/Query$ </ Query >
<OneRowPerltem >true </ OneRowPerlte n»
</ DataSource >

The first filter that we will use for State 1 is defined as:

<ConditionDetection ID =" Statel1Filter "

TypelD =" System!System.ExpressionFilter ">
<Expression >$Config/StatelFilter$ </ Expression >

</ ConditionDetection >

The second filter that is used for State 2 is defined as:

<ConditionDetection ID =" State2Filter "

TypelD =" System!System.ExpressionFilter ">
<Expression >$Config/State2Filter$ </ Expression >

</ ConditionDetection >

For each state we need to define the workflow for detection. This is called regular detection. | will not
cover on demand detection in this tutorial. The two workflows are defined as follows (notice how we
reuse the DB probe module in both workflows):

<RegularDetections >

<RegularDetection MonitorTypeStatelD =" Statel ">
<Node ID =" StatelFilter ">
<Node ID =" DBProbe" />
</ Node>
</ RegularDetection >
<RegularDetection MonitorTypeStatelD =" State2 ">
<Node ID =" State2Filter ">
<Node ID =" DBProbe" />
</ Node>

</ RegularDetection >
</ RegularDetections >

The final step is to go back and define the configuration for this monitor type. This is easier to do now
that we now the configuration each module in our workflow needs. The monitor is going to pass in
filter expression for state 1 and state 2. These expressions will use a custom type of schema that is
defined in the System Library. Any time you use an expression schema you need to include a reference
to this schema type and this is done by using an IncludeSchemaTypes element. The configuration is
defined as follows:

<Configuration >
<IncludeSchemaTypes >
<SchemaType >System!System.ExpressionEvaluatorSchema </ SchemaType>
</ IncludeSchemaTypes >
<xsd:element name=" IntervalSeconds type ="xsd:integer "/>
<xsd:element name=" SyncTime " type ="xsd:string "/>
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<xsd:ele ment name=" ConnectionString type ="xsd:string  "/>

<xsd:element name="Query " type ="xsd:string "/>

<xsd:element name=" StatelFilter " type ="ExpressionType "/>

<xsd:element name=" State2Filter type =" ExpressionType "/>
</ Configuration >

The monitor type is now defined and you should verify you MP before moving on.

Build the Monitor
So far we have built the monitor type that defines the workflows we need. However till we create a unit
monitor that uses this type no monitoring will occur. The next step is to build the monitor.

This monitor is going to roll up to availability as follows for the Application X Component:

Health monitors for Component 3

El-(+) Entity Health - Component 3 (Entity]
E\fj Ayailability - Component 23 [Enfity]
. () Component DB State - Component 3 [AuthorMPs Tutorial - Application & Component]
b \._J' Configuration - Component 3 [Entity]

------ J Perfarmance - Companent 3 [E nfity]

------ \._J' Security - Compaonent 3 [Entity]

The monitor is created in the monitoring section of the MP and our basic definition is as follows:

<UnitMonitor
ID =" AuthorMPs.Tutorial. OLEDB.Mo nitoring.ApplicationXComponent.DBState.Monitor
" TypelD =" AuthorMPs.Tutorial. OLEDB.Monitoring.DBProbeMonitorType "

Accessibility ="Internal "

Target =" AuthorMPs.Tutorial. OLEDB.Monitoring.ApplicationXComponent "

ParentMonitorID =" SystemHealth!System.Health.Availabi lityState ">
<Category >AvailabilityHealth </ Category >

<AlertSettings />
<OperationalStates >

<OperationalState MonitorTypeStatelD =" Statel " HealthState ="Error "
ID =" ComponentUnhealthy " />
<OperationalState MonitorTypeStatelD =" State2 " HealthState =" Success "

ID =" ComponentHealthy " />
</ OperationalStates >
<Configuration />

</ UnitMonitor >

Note that | have defined Statel of the monitor type to mean unhealthy and State2 to be healthy ¢ this is
arbitrary and | could have swapped around if | wanted to. | will define the configuration of the monitor
first before returning to the alert settings. First | define the schedule, connetion string and query in the
same way | did for the rule we created earlier:
<Configuration >

<IntervalSeconds >60</ IntervalSeconds >

<SyncTime />

<ConnectionString >Provider=SQLOLEDB;Server=$Target/Host/Property[Type="Author
MPs.Tutorial. OLEDB.Monitoring.ApplicationX']//SQLInstance$;Database=$Target/Ho
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st/Property[Type="AuthorMPs.Tutorial. OLEDB.Monitoring.ApplicationX']//SQLDBS$;|
ntegrated  Security=SSPI </ ConnectionString >
<Query >select ComponentID, State from AppComponentState </ Query >
<StatelFilter />
<State2Filter />
</ Configuration >

For the StatelFilter expression | want to define the expression that will mean the component is
unhealthy. This is the same expression that | used in the rule created earlier:

<StatelFilter >
<And>
<Expression >
<SimpleExpression >
<ValueExpression >
<XPathQuery Type="String ">Columns/Column[l] </ XPathQuery >
</ ValueExpressio n>
<Operator >Equal </ Operator >
<ValueExpression >
<Value
Type =" String " >$Target/Property[Type='AuthorMPs.Tutorial. OLEDB.Monitoring.Appl
icationXComponent)/ID$ </ Value >
</ ValueExpression >
</ SimpleExpression >
</ Express ion >
<Expression >
<SimpleExpression >
<ValueExpression >
<XPathQuery Type="Unsignedinteger " >Columns/Column[2] </ XPathQuery >
</ ValueExpression >
<Operator >Equal </ Operator >
<ValueExpression >
<Value Type="Unsignedinteger ">1</Value >
</ ValueExpression >
</ SimpleExpression >
</ Expression >
</ And>
</ StatelFilter >

For the State2Filter | want to define the healthy expression. For this tutorial the component is healthy if
the value of the state column is 0. Therefore the expression is as follows:

<State2Filter >
<And>
<Expression >
<SimpleExpression >
<ValueExpression >
<XPathQuery Type="String ">Columns/Column[l] </ XPathQuery >
</ ValueExpression >
<Operator >Equal </ Operator >
<ValueExpression >
<Value
Type="String " >$Target/Property[Type='"AuthorMPs.Tutorial. OLEDB.Monitoring.Appl
icationXComponent')/ID$ </ Value >
</ ValueExpression >
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</ SimpleExpression >
</ Expression >
<Express ion >
<SimpleExpression >
<ValueExpression >

<XPathQuery Type ="Unsignedinteger " >Columns/Column[2] </ XPathQuery >

</ ValueExpression >
<Operator >Equal </ Operator >
<ValueExpression >
<Value Type="Unsignedinteg er " >0</ Value >

</ ValueExpression >

</ SimpleExpression >

</ Expression >
</ And>
</ State2Filter >

The final part of the monitor is to define the Alert Settings. The alert is defined to be be auto resolved

and we also use two alert parameters as we did with the rule. The definition is:

<AlertSettings
AlertMessage =" AuthorMPs.Tutorial. OLEDB.Monitoring.ApplicationXComponent.DBSta
te.Monitor.AlertMessage ">

<AlertOnState  >Error </ AlertOnState >
<AutoResolve >true </ AutoResolve >
<AlertPriority >Normal </ AlertPriority >
<AlertParameters >

<AlertParameterl  >$Target/Property[Type="AuthorMPs.Tutorial. OLEDB.Monitoring.A
pplicationXComponent])/ID$ </ AlertParameterl >
<AlertParameter2  >$Data/Context/Columns/Column[2]$ </ AlertParameter2
</ AlertParameters >
</ AlertSettings >

The corresponding string resource in the presentation section is:

<StringResource
ID =" AuthorMPs.Tutorial. OLEDB.Monitoring.ApplicationXComponent.DBState.Monitor
AlertMessage "/>

Finally the display string for this alert is as follows:

<Displ ayString
ElementID =" AuthorMPs.Tutorial. OLEDB.Monitoring.ApplicationXComponent.DBState.

Monitor.AlertMessage ">
<Name>Appliction X Component Fault (Monitor) </ Name>
<Description ~ >Application X Component: {0} faulted. State reported in
database was: {1} </ Description >

</ DisplayString >

The monitor is now complete and you can add display strings if you want before testing.
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Test the Monitor
You should verify and import the MP and wait until the new monitor has state for each component you

are monitoring. All monitors should have healthy state as currently all values in the table are set to 0.
Here is the initial state for Component 3:

# Health Explorer for Component 3 |_ (O] x|
() Reset Health ' Recaloulate Health | 2] ﬂ‘ Properties @) Help

O Overrides ~
| Knowledge State Change Events [1] |

Health monitarz for Component 3
i=I-(~) Entity Heakh - Component 3 (Entity] Time | From | Te | Operational State
E|\{) A\_«ailability - Component 3 [Entity] 2/27,/2009 9:28 AM ® & |Healty
: () Component DB State - Component 3 [Autharkdk E
H) Configuration - Component 3 [E ntity)
() Perfarmance - Companent 3 (Entity)
() Security - Companent 3 [Entity]
Dretails
Context:
Date and GI27I2009 9:26:33 AM
Time:
State: Success
Context: The monitar has been initialized For the First time or it has
exited maintenance maode
1 | _>| | -

Ready

Now you should update the state of one of the components in the database by running the following:
update AppComponentStat e set state = 1 where ComponentID = 'Comp3'

After a short time the state of Component 3 should go into an error state as shown below:
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ﬁ_ Health Explorer for Component 3
(#)Reset Health B Recalculate Health |2 f Properties

"l:. Cwerrides = |

Health monitars far Camponent 3

IS[=1 E3

©) Help

| Knowledge State Change Events [2]) |

E@ Entity Health - Componert 3 (Entity]
= @ Awailability - Component 3 [Entity]

Component DB State - Component 3 [Authorbqg

d Configuration - Component 3 [Entity)
d Perfarmance - Component 3 (E ntity]
b) Security - Component 3 [E ntity)

1 | i

Ready

Time ¥ | From | To | Operational State

o
3/27/2009 9:28 &M ) | & |Healthy

Dretails

Context:

Date and Time 31272009 10:15:09 AM

HRESULT u]

Result SUCCESS

Initialization Time ]

Open Time u]

Execution Time il

Fetch Time 0

Result 5et Comp3 1

Input Data Item

An alert should be generated as follows:

Alert Properties [ x]

{General | Product Knowledge I Company Knowledge | Histary | Alert Conbest | Custom Fields |

@ Appliction X Component Fault [Monitor)

Key Details:

Alert source: 3, Component 3
Alert severity Critical

Age: < 1 Minute

Ouwner: |

Change...

Ticket ID: |

Alert Description:

General | Product Knowlzdge | Company Knowledge | Histary | Alert Context | Custom Figlds |

Date and Time 3(27/2009 10:15:03 AM
HRESULT o

Result Surcess

Initialization Time

Open Time a

Execution Time o

Fetch Time o

Alert Properties [ x]

Result Set Comp3 1

Input Data Item

Application ¥ Component; ‘Comp3' Faulked, State reported in database was: '1'

Alert Status:

Once you have identified the problem and taken corrective action, you can sslect 'Closed which wil remove

the Alert from the system once changes are committed.

hew 4|

[

o

Cancel I

& Previous. B Hest

£pply |

* Erevluusl B Next | oK | Cancel |

Now to check that the state goes back to healthy and the alert is resolved you should run the following:
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update AppComponentState  set

state = 0 where ComponentID = 'Comp3'

Wait a short time and then view the health explorer:

# Health Explorer for Component 3

() Reset Health ™' Recaloulate Health | 2] f]“' Properties @) Help

"J:. Overrides -

Health maonitars for Component 3

| Knowledge State Change Events 3] |

IS[=] E3

Ek{_) Entity Health - Component 3 [Entity]
E@ Axailability - Cormporent 3 [Entity]

I .\{) Component DB State - Componen

"} Configuration - Component 3 [Entity]

J Performance - Component 3 [Entity)

J Security - Component 3 [Entity]

i |

Ready

[Authorhd

| Operational State

Tirne: ¥ | Frarm | Ta
@ | Hedlhy

272009 10:15 A & | @ | Unhealthy
272009 3:28 AM (3| &) |Healthy
Details
Context:
Date and Time F/27I2009 10:19:09 Al
HRESULT ul
Result SuCCess
Initialization Time i}
Open Time u]
Execution Tinme 1]
Fetch Time a
Result Set Zomp3 0
Input Data Item
i | -~

Also notice the alert is resolved.
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Build a Performance Collection Rule

The final part of this tutoriaf A ¥ &2 dzQ@S YIRS AdG GKAa FIN Aa
data in Operations Manager. We are going to create a rule that stores the number of rows in the
AppComponents table as a performance counter. You could use any numeric value returned by a query
and store as performance data using the content probe we have already build and the performance
mapper module type that Operations Manager provides out of the box.

Plan the Workflow
The workflow we will use for the performance collection rule will write performance data to the
Operations DB and the Data Warehouse and will be defined as follows:

Write Action
Condition )
Data Source Detection > Write to DB
o
%
Q%
OleDbData

Content Probe Performance Mapper S
Q% Write Action
Write to DW

We are going to create a rule targeted at the Application X class that is going to count the rows in the
AppComponent table we created earlier. This value will be mapped to a performance counter against
the Application X object

Build the Rule
The basic rule is defined as follows in the monitoring section of the MP:
<Rule ID =" AuthorMPs.Tutorial. OLEDB.Monitoring.Applicat ionX.ComponentCount "
Target =" AuthorMPs.Tutorial. OLEDB.Monitoring.ApplicationX ">
<Category >PerformanceCollection </ Category >

<DataSources >
<DataSource |ID="DBProbe"
TypelD =" AuthorMPs.Tutorial. OLEDB.Monitoring.TimedContentProbe ">
</ DataSource >
</ DataSources >

<ConditionDetection ID =" PerfMapper "
TypelD =" SystemPerflSystem.Performance.DataGenericMapper ">
</ ConditionDetection >

<WriteActions >
<WriteAction ID =" WriteToDB "

TypelD =" SC!Microsoft.SystemCenter.CollectPerformanceData ">
<WriteActi on ID =" WriteToDW "
TypelD =" SCDW!Microsoft.SystemCenter.DataWarehouse.PublishPerformanceData ">
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</ WriteActions >
</ Rule >

The datasource is the basic probe we have used in other workflows in this tutorial. For this rule we will
use a simple count query agains the AppComponents table. The configuration is defined as follows:

<DataSource ID="DBProbe"

TypelD =" AuthorMPs.Tutorial. OLEDB.Monitoring.TimedContentProbe ">
<IntervalSeconds >60</ IntervalSeconds >
<SyncTime />

<ConnectionString >Provider=SQLOLEDB;Serve r=$Target/Property[Type="AuthorMPs.T
utorial. OLEDB.Monitoring.ApplicationX'[/SQLInstance$;Database=$Target/Propert
y[Type='AuthorMPs.Tutorial. OLEDB.Monitoring.ApplicationX')//SQLDBS$;Integrated
Security=SSPIl </ ConnectionString >

<Query >select COUNT(*) from App Components </ Query >

<OneRowPerltem >true </ OneRowPerltem >
</ DataSource >

The performance mapper module takes configuration to set the object name, counter name, instance
name and value. This information will be displayed in the performance view or performance reports.
The data we want to map to performance data is stored in the first column of the OLE DB data since we
are returning only a single value. There is only a single instance of counter for this rule so we do not
have to specify an Instance Name. The configuration is as follows:

<ConditionDetection ID =" PerfMapper
TypelD =" SystemPerf!System.Performance.DataGenericMapper ">
<ObjectName >Application X </ ObjectName >
<CounterName >Component Count </ CounterName >
<InstanceName />
<Value >$Data/Columns/Co lumn[1]$ </ Value >
</ ConditionDetection >

The write actions for the rule to write data to the databases do not require any configuration so the rule
is now complete and ready to test.

Test the Rule

After verifying and importing the updated MP there is nothing specific that you need to do to start
collection. You should wait for a few collection cycles and then go to the Application X state view. From
the Application X instance, right click and choose open performance view. You should see something
similar to below:
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I Performance M=l &3

File  Edit  Yiew  Actions Help

Performance

3/27/2009 3:40 AM 3/27/2009 9:45 AM 3/27/2009 3:50 AM 3/27/2009 3:55 AM 3(27/2009 10:00 AM
\.{.Look far: Al Tkems < |
Shiow | Color | Path | Target | Rule | Object | Counter | Instance | Scale
v

< | |

Ready

To show some variations in the graph add some more components:

insert into AppComponentState ( componentlD , State )

values ('Comp4' , '0" )

insert into AppComponents (componentlD , Description , Propertyl , Property2 )
values ('Comp4' , 'Component4' , 'C4P1', 4)

insert into AppComponentState ( componentlD , State )

values ('Comp5' , '0" )

insert into AppComponents (componentlD , Description , Propertyl , Property2 )
values ('Comp5' , '‘Component5 , 'C5P1' |, 5)

Wait some more collection cycles and review the performance chart again:
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I Performance

File  Edit  Yiew  Actions Help

Performance
[
.
41—
3
2—
1 ot
0
2272009940 AM 3272009950 AM  3(27/2009 10:00 AM __ 3/27/2009 10:10 AM 3272009 10:20 M 3(27/2009 10:30 AM __ 3/27/2009 10:40 AM

=] E3

\.{‘ Look for:  all Ttems hé

|

Shiowe | Calor | Path
v

| Target | Rule

| Stcale

P

Ready
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