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Introduction

This management pack is designed to show the basic concepts of monitors. This includes aggregate,

dependency and unit monitors. It is not designed to show all the possible types of monitor you can

define but the overall concept of defining a health model of you application and its constituent parts.

Discovery
The MP defines two classes:

o AuthorMPs Demo - Application X

e AuthorMPs Demo - Application X Component

To discover an instance of the Application X class on a monitored computer you should create the

following registry key:

e  HKLM\AuthorMPs\ApplicationX

Also there must be two string values in this key:

e Version: Set to something like 3.0

e Path: Set to something like C:\ApplicationX

This will force an instance of the application to be discovered. There is a further discovery that runs

after this to discover a number of Application X Components. | have hardcoded the discovery in a script

to discover 5 instances. Once discovery has run you should see a view like the following:
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If you look at this in a diagram view you will clearly see the application structure:
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Views
There are three views in this management pack:

e Application X State - a state view showing all instances of Application X
e Application X Component State - a state view showing all instances of Application X Component
o Application X Alerts - an alert view showing all alerts for all Application X instances

You should note that the alert view for Application X will also show alerts for the Application X
components.

As well as using the views | have provided, you can pivot from a state view to an alert view. For
example, to see alerts for a specific Application X Component, find the instance you want in the state
view then right click and select Open, Alert View. This will show you alerts just for this specific instance.

Monitors

| have a variety of monitors defined in this management pack. Each one is designed to show one or
more monitor / alert concepts. | will cover each one in this section with details on how to change the
state of the monitor.

Before | cover each monitor take a minute to bring up the health explorer for an instance of the
application X class. You will see the following monitor tree:
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= () Entity Health - Application & [STWILSOMOT] [E nkity]
= Q_/j Axailability - Application # [STWILSOMOT ] [Entity)
= Q_/j Component Availability Follup - Application &= [STwWILSOMOT] duthort Pz Demo - Application ]
\v_"j Areailability - Instance 3 [Entity]
\,_/j Component Event Monitor 1 - Instance 3 [AuthorkdPs Demo - Application ]
\v_"j Areailability - Instance 5 [Entity]
\,_/j Component Event Monitor 1 - Instance 5 [AuthorkdPs Demo - Application ]
\v_"j Areailability - Instance 2 [Entity]
\,_/j Component Event Monitor 1 - Instance 2 [AuthorkdPs Demo - Application ]
\v_"j Areailability - Instance 1 [Entity]
\,_/j Component Event Monitor 1 - Instance 1 [AuthorkdPs Demo - Application ]
\v_"j Areailability - Instance 4 [Entity]
\,_/j Component Event Monitor 1 - Instance 4 [AuthorkdPs Demo - Application ]
Q_/j Ewvent Monitor 1 - Application # [STWILSOMOT] duthortdPs Demo - Application ]
= Q_/j Service Health Roll Up - &pplication =[5 TWILS O] [Authortd Pz Demo - Application )
\v_"j Alerter Service Health - Application & [STWILSOMOT] [AuthortdPs Demo - Application #)
\v_"j Spooler Service Health - Application &= [STWILSOMOT] [Authorb Pz Demo - Application =]
J Configuration - &pplication & [5 TWwWILSOMHOT] [Entitw]
k) Performance - Application # [STWILSOHOT] [Entity]
= Q_/j Securnity - Application =[S TWILSOMOT] [Entity]
= Q_/j Component Securty Rollup - Application # [STWILSOMOT] [AuthortPs Demo - Application =]
= \v_"j Security - Instance 3 [Entity]
\,_/j Ewent Manitor 3 - Instance 3 [Authorb Pz Demo - dpplication #)
\v_"j Security - Instance 5 [Entity)
\,_/j Ewent Manitor 3 - Inztance 5 [Authorb Pz Demo - dpplication #)
\v_"j Security - Instance 2 [Entity]
\,_/j Ewent Manitor 3 - Instance 2 [Authorb Pz Demo - dpplication #)
\v_"j Security - Instance 1 [Entity]
\,_/j Ewent Manitor 3 - Instance 1 [Authorb Pz Demo - dpplication #)
\v_"j Security - Instance 4 [Entity]
\,_/j Ewent Manitor 3 - Inztance 4 [Authorb Pz Demo - dpplication #)

This tree represents the current state of the application. Each monitor that you define monitors some
aspect of an application or component. Monitor health can be rolled up in different ways to the top
level monitor (Entity Health). The health of this monitor is the health state that is shown in a state view
for the object.

Unit Monitors

AuthorMPs.Demo.BasicMonitors.ApplicationX.SpoolerServiceMonitor

This unit monitor monitors the state of a Windows service. For this monitor it is the spooler service. It
uses the monitor type called Microsoft.Windows.CheckNTServiceStateMonitorType that is defined in
the Microsoft.Windows.Library MP.

Notice the alert settings on this monitor

<AlertSettings>
<AlertOnState>Error</AlertOnState>
<AutoResolve>true</AutoResolve>
<AlertPriority>Normal</AlertPriority>
<AlertSeverity>MatchMonitorHealth</AlertSeverity>
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</AlertSettings>

This means that an alert will be generated when the monitor is in an error state. The alert will be the
same severity as the health state of the monitor.

The monitor type that we are using here defines two states called Running and NotRunning. The
monitor must define operational states that map to the monitor type states. | actually use the same ID.
The important part is the display string | define later in the MP.

<OperationalStates>

<OperationalState ID="Running" MonitorTypeStateID="Running"
HealthState="Success"/>

<OperationalState ID="NotRunning" MonitorTypeStateID="NotRunning"
HealthState="Error"/>
</OperationalStates>

Finally in the monitor definition | define the configuraiton. The configuration is totally dependent on the
monitor type. In the case of the NT service monitor type | need to provide two configuration values, the
computer name and the service name. | use a STarget variable for the computer name so the monitor
will use the name of the computer the Application X instance is running on. We do this so that we can
handle agentless monitoring scenario. | hardcode the service name:

<Configuration>
<ComputerName>$Target/Host/Property[Type="Windows!Microsoft.Windows.Com
puter"]/NetworkNames$</ComputerName>
<ServiceName>spooler</ServiceName>
</Configuration>

The only other thing | define for this monitor is some display strings. | define a name and description for
the monitor and a name for each state.

<DisplayString
ElementID="AuthorMPs.Demo.BasicMonitors.ApplicationX.SpoolerServiceMonitor">
<Name>Spooler Service Health</Name>
<Description>Monitors the status of the spooler service</Description>
</DisplayString>
<DisplayString
ElementID="AuthorMPs.Demo.BasicMonitors.ApplicationX.SpoolerServiceMonitor"
SubElementID="Running">
<Name>Spooler Healthy</Name>
</DisplayString>
<DisplayString
ElementID="AuthorMPs.Demo.BasicMonitors.ApplicationX.SpoolerServiceMonitor"
SubElementID="NotRunning">
<Name>Spooler Down</Name>
</DisplayString>

To see the monitor in action, ensure the Print Spooler service on the agent you are monitoring is set to
automatic and stop the service. After a short time you should see a state change for the Application X
instance:
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printing jobs. IF this service is stopped, printing on the local
machine will be unavailable, IF this service is disabled, any
serwices that explicitly depend on it will Fail ko skart,

You can go to the state change tab in the health explorer and see the context of what caused the state

change. Also you will see an alert generated:

Alert Description

AuthorMPs.Demo.BasicMonitors. ApplicationX.SpoolerserviceMonitor

Source:

Cg Application % (STWILSONO1)

Path: stwilson01 . redmond . corp. microsoft, com

Alert Monitors
Created;

() sSpocler Service Health
4/10J2007 9:56:34 PM

Knowledge:

Resolution: Mo resolutions were found For this alert,

ﬁ Wigw additional knowledge, ..

Causes: Mo knowledge For causes was
available Far this alert.

Surmmary: Mo surmmary was ayvailable
fFar this problem,

Related Links: Mo related links were
found For this problem.

This alert is not well formatted. All you see is the ID of the monitor. | will show you how to define the
alert name and description in the next section when we monitor the alerter service.
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Now as a final step, start the spooler service again. After a short time you should see the state of the
monitor go back to healthy. Also if you look in the alerts view you will see the alert is automatically
resolved. This is because | set auto resolve to true in the alert settings.

AuthorMPs.Demo.BasicMonitors.ApplicationX.AlerterServiceMonitor
This monitor is basically the same as the spooler monitor except in monitors the Alerter service. The
only difference is the way | define the alert settings section:

<AlertSettings
AlertMessage="AuthorMPs.Demo.BasicMonitors.ApplicationX.AlerterServiceMonitor
.AlertMessage">

<AlertOnState>Warning</AlertOnState>

<AutoResolve>false</AutoResolve>

<AlertPriority>Normal</AlertPriority>

<AlertSeverity>MatchMonitorHealth</AlertSeverity>

<AlertParameters>

<AlertParameterl>$Target/Host/Property[Type="Windows!Microsoft.Windows.
Computer"]/NetbiosComputerName$</AlertParameterl>

<AlertParameter2>$Target/Property[Type="AuthorMPs.Demo.BasicMonitors.Ap
plicationX"]/Version$</AlertParameter2>

</AlertParameters>
</AlertSettings>

Notice a couple of things that are different here:

e | define an alert message reference
o | define two alert parameters

The alert message is used so that | can specify a localizable alert name and description. The alert
message must point to a string resource that is defined in the presentation section of the management
pack. This is a very simple element:

<StringResource
ID="AuthorMPs.Demo.BasicMonitors.ApplicationX.AlerterServiceMonitor.AlertMess
age"/>

| then define a name and description for this string resource in the language pack:

<DisplayString
ElementID="AuthorMPs.Demo.BasicMonitors.ApplicationX.AlerterServiceMonitor.Al
ertMessage">

<Name>Alerter service stopped</Name>

<Description>The alerter service on computer {0} that is part of
Application X (version {1}) is stopped.</Description>
</DisplayString>

This is the name and description that will be displayed for an alert from this monitor. If you are a
developer you may recognize the {0} syntax | use in the description. This is used to substitute in
variables to the string. Look back at the monitor and you will see | defined two alert parameters. These
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alert parameters reference target and host properties. When the alert is displayed these values will be
substituted into the alert description.

To see the monitor in action, ensure the Alerter service on the agent you are monitoring is set to
automatic and stop the service. After a short time you should see a state change for the Application X
instance.

Now look at the alert and you will see a well formatted name and description and see the computer
name (take from the host computer object) and the Application X Version (taken from the Application X
object) have been substituted in the description:

Alert Details
_f_'". Alerter service stopped Alert Description
Source: L"ﬂ Application ¥ (STWILSOMNO1) The alerter service on computer STWILSOMAL Ehat is part
Path: sbwilson01, redmond, corp. microsoft, com of Application ¥ (version 3.0} is stapped.
Alert Monicor: () Alerter Service Health
Created: 4110/2007 5:55:34 PM
Knowledge: ‘_%? Wigw additional knowledge. ..
Resolution: Mo resolutions were found Far this alert, Causes: Mo knowledge for causes was available For this

alert,

Summary: Mo summary was available For this problem,
Related Links: Mo related links were Found For this
problem.

A couple of things to note:

e You can only use parameter substitution in the alert description not the name
e AlertParameterl is referenced using {0}, AlertParameter2 is referenced using {1} etc.
e You can use up to ten alert parameters

Now as a final step, start the alerter service again. After a short time you should see the state of the
monitor go back to healthy. However if you look in the alerts view you will see that the alert is still
open. This is because | set auto resolve to false in the alert settings.

AuthorMPs.Demo.BasicMonitors.ApplicationX.EventBasedMonitor1l

This monitor uses the Microsoft.Windows.2SingleEventLog2StateMonitorType defined in the
Microsoft.Windows.Library MP. This type of monitor has two states and the states are driven by
Windows event log events. An expression is provided for each state of the monitor.

The main thing | want to highlight with this monitor is the Alert Severity setting in the Alert Settings
section:

AuthorMPs.com 9



<AlertSettings
AlertMessage="AuthorMPs.Demo.BasicMonitors.ApplicationX.EventBasedMonitorl.Al
ertMessage">
<AlertOnState>Warning</AlertOnState>
<AutoResolve>true</AutoResolve>
<AlertPriority>Normal</AlertPriority>
<AlertSeverity>Error</AlertSeverity>
</AlertSettings>

Notice that | specify an alert severity of Error. However in my state definitions | define the states as
warning and success:

<OperationalStates>
<OperationalState ID="ComponentProblem"
MonitorTypeStateID="FirstEventRaised" HealthState="Warning"/>
<OperationalState ID="ComponentOK"
MonitorTypeStateID="SecondEventRaised" HealthState="Success"/>
</OperationalStates>

The result of this is that when the monitor goes into a warning state, an error alert is raised. This could
be desirable although you normall specify the alert severity to match the monitor state (I did this in the
two service check monitors | have already covered).

You can see the result by opening a command prompt on the agent you are monitoring and typing the
following:

eventcreate /id 801 /t information /d test

You should see a state change in the Event Monitor 1 monitor for the Application X object. The state
will be a warning state. Also you should see an alert get generated. The alert will be an error alert. To
reset the state and resolve the alert run the following:

eventcreate /id 802 /t information /d test

AuthorMPs.Demo.BasicMonitors.ApplicationXComponent.EventBasedMonitor2

The concept that | want to show in this monitor is using target properties in the configuration of a
monitor. You have seen this briefly in the service check monitors where | used the computer name of
the host computer but | want to expand on this concept.

The application that | have modeled in my management pack can have multiple instances of the
Application X class. You can see this because | have discovered 5 instances. When | want to monitor the
state of each instance | need some way of recognizing instrumentation that is relevant for each instance.
There has to be some way to distinguish instrumentation for one component for another. In this
example | use the Microsoft.Windows.2SingleEventLog2StateMonitorType monitor type again. You will
see the monitor defines two event expressions. The main thing | want you to notice is the following part
of both the first and second expression:

<Expression>
<SimpleExpression>
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<ValueExpression>
<XPathQuery Type="String">Params/Param[1l]</XPathQuery>
</ValueExpression>
<Operator>Equal</Operator>
<ValueExpression>
<Value
Type="String">$Target/Property[Type="AuthorMPs.Demo.BasicMonitors.Application
XComponent"]/IDS$</Value>
</ValueExpression>
</SimpleExpression>
</Expression>

Operations Manager instantiates a monitor for each instance of the Application X Component class (5 in
my case). Each monitor uses the relevent ID of the component in the configuration for the event
expressions it is looking for. This means when event 803 is logged, the monitor only reacts to it if
parameter 1 contains a value that matches the ID of that component. Showing this in action should
make this clearer.

Run the following at command prompt on an the agent you are monitoring:
eventcreate /id 803 /t information /d Instancel

Go to the Application X Component State view. You should see that only instance 1 has changed state
and you will see an alert for this as well. Now run the following:

eventcreate /id 803 /t information /d Instance3

You will now see instance 3 has changed state. Your state view should show:

._IE'. Warning Instance 1
{;ﬂ Healthe Instance 2
A1 wWarning Instance 3
Gﬂ Healthy Instance 4

Instance S

You will also see a second alert. Now you can reset the state and resolve the alerts by doing the
following:

eventcreate /id 804 /t information /d Instancel
eventcreate /id 804 /t information /d Instance3

Just to close out this section, try creating an event that does not correspond to a discovered object e.g.
eventcreate /id 803 /t information /d doesnotexist

You should see no state change happens because there is no monitor looking for the event.
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AuthorMPs.Demo.BasicMonitors.ApplicationXComponent.EventBasedMonitor3

The final unit monitor extends the concept of building an alert description a little further. In the
monitors so far | have only used target properties to build the alert description e.g. computer name.
This monitor uses a data property:

<AlertParameters>
<AlertParameterl>$Target/Host/Host/Property|[Type="Windows!Microsoft.Win
dows.Computer"] /NetbiosComputerName$</AlertParameterl>
<AlertParameter2>$Target/Property[Type="AuthorMPs.Demo.BasicMonitors.Ap
plicationXComponent"]/ID$</AlertParameter2>
<AlertParameter3>$Data/Context/EventDisplayNumber$</AlertParameter3>
</AlertParameters>

Parameter 3 uses a $Data/Context expression. In this case | use the event display number of the event
that caused the state change. The reason | do this is because in my event expression | am looking for a
number of different events:

<RegExExpression>
<ValueExpression>
<XPathQuery
Type="UnsignedInteger">EventDisplayNumber</XPathQuery>
</ValueExpression>
<Operator>MatchesRegularExpression</Operator>
<Pattern>”(805|806|807) $</Pattern>
</RegExExpression>

| may want to include the event that caused the alert in my description. If | was defining a performance
threshold monitor | might want to put in the value of the perf counter that triggered the state change.
Generate a state change for this monitor for Instance 5 with the following:

eventcreate /id 807 /t information /d Instance5

Now look at the alert that is created and you will see the event ID is substituted in the description:

'?3 Application X Component Error Alert Description

Source: E\‘ Inskance 5 Errar From Application ¥ Component ID Inskances raised
on compuker STWILSOMNOL, This alert was caused by

Path: stwilzon01  redmond. corp. microsoft. com wWindows event G807

Alert Monitor: () Component Event Monitar 2
Created; 4110)2007 10:26:23 PM

Aggregate Monitors

Out of the Box Aggregate Monitors
You will notice that every object in Operations Manager inherits a number of aggregate monitors. These
are called:
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e Entity Health
e Availability

e Performance
e Security

e Configuration

You should roll up your unit monitors to the appropriate bucked depending on what you are monitoring.
Every monitor you define has to specify a parent monitor which will be one of these aggregate monitors
or an aggregate monitor you define. All monitors eventually roll up to Entity Health and the state of this
monitor will be the overall state of the object.

AuthorMPs.Demo.BasicMonitors.ApplicationX.ServiceRollupMonitor

All the monitors | have covered so far look for specific instrumentation and change state based on that
instrumentation (service state change, Windows events etc.). An aggregate monitor is used to roll up
the health of other monitors running against the same instance. Aggregate monitors roll up the health
in a worst of or best of fashion. Optionally you can specify alert settings on this monitor just like a unit
monitor.

This particular monitor | have defined does not create an alert and specifies a worst of algorithm. The
alerter and spooler unit monitors specify this aggregate as a parent so the monitor tree looks like this for
an Application X instance:

= \f:I E ntity Health - Applicatior s TALSOMOT] [E ity
= \f} Ayeailability - Application = [STWILSOMOT] [Entity]

+ \f:) Companent &yvailability Bollup - &pplication = [STWwWIL

\f:) Ewvent Monitor 1 - Application = [STWILSOMOT] (Aot

= \f:) Service Health Roll Up - Application = [STWILSOMO

\f) Alerter Service Health - Application = [STwWILS0

\f) Spoaler Service Health - Application & [STWILS!

My aggregate monitor has a display string of Service Health Roll Up. Now if | stop a service you will see
that this monitor rolls up the worst state:

= 1(3 E ntity Health - Application = [STWILSOMOT] [E ntity]
= @ Aveailability - Application = [STWILSOMOT] [Entity]
+ Q‘_/:) Companent &yvailability Bollup - &pplication = [STwIL
(] Event Monitor 1 - Application &= [STWILSOMOT] [Auth
= 3 Service Health Foll Up - Application = [STWILSOMO
() Alerter Service Health - Application = [(STWILS0
3 Spoaler Service Health - Application & [STWILST

Normally you would not alert on an aggregate monitor if you are alerting on the monitors that roll up to
it. If you do, you will create multiple alerts for the same problem.

Dependency Monitors
It is a good idea if you make sure all your monitors are in a healthy state before experimenting with the
monitors in this section so you can understand exactly what is happening.
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An important concept to grasp is that Operations Manager never rolls up health between objects
automatically. Therefore, even though | define that Application X hosts Application X components in my
management pack, if a component is unhealthy the Application X will still be healthy. Itis an author
decision to make when to roll up health. A component being down may not mean the application is
down. Dependency monitors are used to roll up health across different objects. An object can roll its
health up to another object if it is hosted or contained by that object.

To show that roll up is not automatic do the following:
eventcreate /id 807 /t information /d Instance5

This will cause instance 5 to change state. But notice that the Application X remains healthy. This is
because | have defined no dependency monitor to roll up the state of this particular monitor:

Application X State (1)

\_{_I;u:ucuk for: Fird Flo lear "

- AuthorMPs Demno -
Application ¥

State @-) Mame Path ._ﬂ

{) Healthy Application ¥ (5., stwilson01.redm, .. B OSEEE s!

Detail Yiew

%) Instance [} Availability {_} Configuration | } Performance |} Security
& Healthy Instance 1 & Healthy & Healthy @ ot monitored @ Healthy
-f_al Healthy Instance 4 {a Healthy {a Healthy D Mot monitored {a Healthy
-.i«j He:alkhy Instance 2 -@ Healthy -@ Healthy D Mok monitored -@ Healthy
{/) Healthy Instance 3 {/) Healthy {/) Healthy [} Mot monitored  {) Healthy
._:E'. W arning Instance 5 -,"E/J Healthy ._:E': W arning D Rok monitored -,"E/J Healthy

Resest the state with:
eventcreate /id 808 /t information /d Instance5

AuthorMPs.Demo.BasicMonitors.ApplicationX.ComponentAvailabilityRollup

This dependency monitor rolls up the availability state of the Application X Component instances. It
specifies a worst of algorithm. Therefore if any component has a monitor that triggers the Availability
aggregate to go into an unhealthy state, the Application X instance will be unhealthy. Try this with:

eventcreate /id 803 /t information /d Instance2
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This will turn Instance 2 unhealthy. Now bring up the health explorer for the Application X instance.
The health explorer shows you the roll up of all the instances. You can see that Instance 2 is causing the
state of application X to be unhealthy:

= _:1". E ntity Health - Application = [STWILSOMNOT] [Entity]
= _ﬂ, Ayeailability - Application = [STWILSOMO1] [Entity]
= _:1". Component Availability Bollup - Application # (5 TWIL
+ Qj Axeailability - Instance 3 [Entity]
+ Qj Axeailability - Instance & [Entity]
J} Axeailability - Instance 2 [Entity]
_ﬂ. Component Event tonitar 1 - Instance 2 [Au
+ Qj Axeailability - Instance 1 [Entity]
+ Qj Axeailability - Instance 4 [Entity]
{ﬂEvmﬂMnmmH-ﬂpﬂtﬂhnXET%ﬂjﬂNm]mm}
+ \_{j Service Health Boll Up - Application &= [STWILSOMO
J Configuration - Application & [STWILSOMNOT] [Entity]
J Perfarmance - Application = [STWILSOMOT] [Entity]
+ Qﬂ Security - Application # [STWILSOMOT] [Entity]

In this monitor | do not define any alert settings because | defined this on the unit monitor that
ultimately rolls up and | do not want multiple alerts.

Reset the state with:
eventcreate /id 803 /t information /d Instance3

AuthorMPs.Demo.BasicMonitors.ApplicationX.ComponentSecurityRollup

This dependency monitor is similar to the availability rollup. This time | roll up the security aggregate
monitors from the Application X instances. However, | specify a percentage of algorithm and set the
value to 50 percent:

<Algorithm>Percentage</Algorithm>
<AlgorithmParameter>50</AlgorithmParameter>

In this example it means | will roll up an error state when over half the component instances are in an
error state for their security monitors.

| also define alert settings on the dependency monitor because | have not defined alert settings on the
unit monitors on the component class. | only want a single alert for the application when 50% of the
components have a problem. | do not want one alert per component.

Try this out by ensuring all your components are in a health state to start with. Now log these events
one by one and keep an eye on the state of the Application X instance.

eventcreate /id 810 /t information /d Instancel
eventcreate /id 810 /t information /d Instance?2

eventcreate /id 810 /t information /d Instance3
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What you should have seen is that the first two events caused Instance 1 and Instance 2 to change state
but did not cause a state change in Application X or an alert. As soon as you logged the third event, the

Application X changed state and an alert was logged because more that 50% of monitors where in a bad
state:

dlert Details
D Security Issue with Applicaiton X Alert Description
SOUrce: Q Application ¥ (STWILSOMOL) Mare than 50%: of components have a security issue
Path: sbwilson01  redrmond.corp, microsoft, com
Alert Monitar: () Compaonent Security Raollup
Created; 4/10/2007 10:55:35 PM

Now reset instance 3 with
eventcreate /id 811 /t information /d Instance3

The state of Application X goes back to healthy and the alert is resolved.
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