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This tutorial introduces the use of consolidation logic in workflows and then composes the consolidator
module into a new module type to control the override experience.
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Tutorial Overview

This tutorial covers two concepts and ties them together into an end to end monitoring scenario. First |
introduce the consolidation module type and build a rule that does not use the module and an rule that
does use it. After this | extend this scenario and compose a new module type out of the standard
module type to expose a different set of configuration and allow changes to override behavior.

The tutorial assumes you have knowledge of Operations Manager, creation of management packs in
XML and a basic understanding of scripting. During the walkthrough | work exclusively in XML although
each step could equally be performed using the Authoring Console.

The finished MP is available with this guide and is named AuthorMPs.Tutorial.Consolidation.

If you have any comments / questions please mail steve@authormps.com.
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Build the Basic MP

Before starting to implement the consolidation rules we will build a simple class and a registry based
discovery. All monitoring in the rest of the MP will be targeted to this class. This allows for you to easily
test this MP in a controlled manner rather than targeting all of our monitoring at all Windows
Computers. If you have read some of my other tutorials you will see | am using a very similar class and
discovery to make things easy.

First | define the manifest of the MP with the library MPs | will require reference to later on. You should
replace your reference to the MP schema with the local copy of the schema you are using (note the
schema is installed with the Authoring Console). | assume it is in C:\MPSchema. You do not require a
pointer to the schema in your management pack but it makes editing in XML a lot easier (see my first
MP 101 tutorial for more information about referencing a schema and the benefits of this). The
definition is as follows:

<ManagementPack
xsi:noNamespaceSchemalocation =" C:\ MPSchema ManagementPackSchema.xsd "
xmlins:xsd =" http://www.w3.0rg/2001/XMLSchema "
xmins:xsi =" http://www.w3.0rg/2001/XMLSchema -instance ">
<Manifest >
<ldentity >
<ID >AuthorMPs.Tutorial.Consolidation </ ID>

<Version >1.0.0.0 </ Version >
</ Identity >
<Name>AuthorMPs Tutorial MP - Consolidation </ Name>
<References >
<Reference Alias =" System" >
<ID >System.Library </ ID>
<Version >6.0.6278.0 </ Version >
<PublickeyToken >31bf3856a d364e35 </ PublicKkeyToken >
</ Reference >
<Reference Alias =" SystemHealth ">
<ID >System.Health.Library </ID>
<Version >6.0.6278.0 </ Version >
<PublickeyToken >31bf3856ad364e35 </ PublicKkeyToken >
</ Reference >
<Reference Alias ="Windows" >
<ID >Microsoft.Windows.Library </ID>
<Version >6.0.6278.0 </ Version >
<PublickeyToken >31bf3856ad364e35 </ PublicKkeyToken >
</ Reference >
<Reference Alias ="SC'>
<ID >Microsoft.SystemCenter.Library </ ID>
<Version >6.0.6278.0 </ Version >
<PublickeyToken >31bf3856ad364e35 </ PublicKkeyToken >
</ Reference >
<Reference Alias ="SystemPerf ">
<ID >System.Performance.Library </ID>
<Version >6.0.6278.0 </ Version >
<PublickeyToken >31bf 3856ad364e35 </ PublicKkeyToken >
</ Reference >
</ References >
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</ Manifest >
</ ManagementPack >

Create the Class

| am going to define a simple class called Application X. This class will be hosted by Windows Computer
and there can be only one instance of Application X on a given computer so | do not require a key value.
The class is defined as:

There is no need to define a hosting relationship with Windows Computer as | inherit this since
Application X derives from Windows Local Application which has this relationship to Windows Computer
already defined. The class is defined as follows:

<TypeDefinitions >
<EntityTypes >
<ClassTypes >
<ClassType ID =" AuthorMPs.Tutorial.Consolidation.ApplicationX
Abstract =" false Accessibility ="Internal " Hoste d="true "
Base =" Windows!Microsoft.Windows.LocalApplication ">
</ ClassTypes >
</ EntityTypes >
</ TypeDefinitions >

Create the Discovery

The discovery uses a simple registry discovery that checks for the existence of a registry key. The
registry discovery looks for the HKLM\Software\AuthorMPs\ApplicationX key to indicate the application
is installed. The full discovery is shown below:

<Discovery ID =" AuthorMPs.Tutorial.Consolidation.ApplicationX.Discovery
Target =" Windows!Microsoft. Windows.Server.Computer " Remotable ="false
Enabled ="true ">
<Category >Discovery </ Category >
<DiscoveryTypes >
<DiscoveryClass TypelD =" AuthorMPs.Tutorial.Consolidation.ApplicationX ">
<Property  TypelD =" System!System.Entity " PropertylD ="DisplayName " />
</ DiscoveryClass >
</ DiscoveryTypes >
<DataSource ID="DS'
TypelD =" Windows!Microsoft. Windows.FilteredRegistryDiscoveryProvider ">

<ComputerName >$Target/Property[Type="Windows!Microsoft. Windows.Computer"]/Net
workName$</ ComputerName >

<RegistryAttributeDefinitions >
<RegistryAttributeDefinition >
<AttributeName  >ApplicationXExists </ AttributeName >

<Path >SOFTWAREAuthorMPs \ ApplicationX </ Path >
<PathType >0</ PathType >
<AttributeType >0</ AttributeType >

</ RegistryAttributeDefinition >
</ RegistryAttributeDefinitions >
<Frequency >60</ Frequency >
<Classld >$MPElement[Name="AuthorMPs.Tutorial.Consolidation.ApplicationX"]$ </C
lassld >
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<InstanceSettings >
<Settings >
<Setting >

<Name>$MPElement[Name="Windows!Mic rosoft. Windows.Computer"])/PrincipalName$ </'N
ame>

<Value >$Target/Property[Type="Windows!Microsoft.Windows.Computer")/PrincipalN
ame$</ Value >
</ Setting >
<Setting >
<Name>$MPElement[Name="System!System.Entity"]/DisplayName$ </ Name>
<Value >Application X
($Target/Property[Type="Windows!Microsoft. Windows.Computer"]/NetbiosComputerN
ame$) </ Value >
</ Setting >
</ Settings >
</ InstanceSettings >
<Expression >
<SimpleExpression >
<ValueExpression >
<XPathQuery Type ="Boolean " >Values/ApplicationXEXxists </ XPathQuery >
</ ValueExpression >
<Operator >Equal </ Operator >
<ValueExpression >
<Value Type="Boolean " >true </ Value >
</ ValueExpression >
</ SimpleExpres sion >
</ Expression >
</ DataSource >
</ Discovery >

Create Some Views

To make it easier to use the rest of this tutorial it is a good idea to create a couple of simple views. | will
create an alert view for all active alerts from Application X and a state view for Application X instances.
The views, folder and folder items are defined in the presentation section of the management pack as
follows:

<Views >
<View ID =" AuthorMPs.Tutorial.Consolidation.ApplicationX.StateView
TypelD =" SC!Microsoft.SystemCente r.StateViewType "
Target =" AuthorMPs.Tutorial.Consolidation.ApplicationX " Visible ="true
Accessibility ="Internal ">
<Category >Operations </ Category >
<Criteria />
</ View >
<View ID =" AuthorMPs.Tutorial.Consolidation.ApplicationX.AlertView
TypelD =" SC!Microsoft.SystemCenter.AlertViewType "
Target =" AuthorMPs.Tutorial.Consolidation.ApplicationX " Visible ="true
Accessibility ="Internal ">
<Category >Operations </ Category >
<Criteria >
<ResolutionState >
<StateRange Operator ="NotEquals " >255</ St ateRange >
</ ResolutionState >
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</ Criteria >

</ View >
</ Views >
<Folders >

<Folder ID =" AuthorMPs.Tutorial.Consolidation.ViewFolder.Root "
ParentFolder =" SC!Microsoft.SystemCenter.Monitoring.ViewFolder.Root "
Accessibility ="Internal " />

</ Folders >
<Folde rltems >
<Folderltem
ElementID =" AuthorMPs.Tutorial.Consolidation.ApplicationX.StateView
Folder =" AuthorMPs.Tutorial.Consolidation.ViewFolder.Root ">
<Folderltem
ElementID =" AuthorMPs.Tutorial.Consolidation.ApplicationX.AlertView
Folder =" AuthorMPs.Tutori al.Consolidation.ViewFolder.Root ">
</ Folderltems >

The display strings for the two views and folder are defined in the language pack section of the MP. |
have also defined display strings for the MP, class and discovery we have already built:

<LanguagePac ks>
<LanguagePack ID="ENU IsDefault ="true ">
<DisplayStrings >

<DisplayString ElementID =" AuthorMPs.Tutorial.Consolidation ">
<Name>AuthorMPs Tutorial MP - Consolidation </ Name>
<Description ~ >This MP demonstrates how to use basic con solidation

rules and also introduces a new composition to control override
behavior </ Description >
</ DisplayString >

<DisplayString
ElementID =" AuthorMPs.Tutorial.Consolidation.ApplicationX ">
<Name>AuthorMPs Tutorial - Application X </ Name>
</ DisplayString >
<DisplayString
ElementID =" AuthorMPs.Tutorial.Consolidation.ApplicationX.Discovery ">
<Name>Discover Application X on Windows Servers </ Name>
</ DisplayString >
<DisplayString
ElementID =" AuthorMPs.Tutorial.Conso lidation.ApplicationX.StateView ">
<Name>Application X State </ Name>
</ DisplayString >
<DisplayString
ElementID =" AuthorMPs.Tutorial.Consolidation.ApplicationX.AlertView ">
<Name>Applicaiton X Alerts </ Name>
</ DisplayString >
<DisplayString
ElementID =" AuthorMPs.Tutorial.Consolidation.ViewFolder.Root ">
<Name>AuthorMPs Tutorial - Consolidation </ Name>

</ DisplayString >
</ DisplayStrings >
</ LanguagePack >
</ LanguagePacks >
</ ManagementPack >
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Test the Discovery
At this stage you should run MPVerify to check your management pack is valid and then import and test
the MP to ensure the discovery is working correctly before proceeding. To test the basics follow these

steps:
1. Decide on a server to test on (this can be the RMS if desired)
2. Ensure an Operations Manager agent / server is deployed to the chosen server
3. Create a registry key HKLM\Software\AuthorMPs\ApplicationX on the server
4. Import your MP with the classes and discovery and ensure it is downloaded to your test server
(review the Operations Manager event log)
5. Inthe Operations Console selectthe Appl i cati on X state vi ew

Consolidation’™ view folder
6. Change the target type to the Application X class and ensure a single instance is discovered on
your test server

We are now ready to write some rules.
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Consolidation Rules

Build the Control Rule

The first rule that we will build is not a consolidation rule. It is the control for this tutorial just to drive
home the differences between suppression and consolidation. This rule will be a simple rule that reads
from the application log and raises an alert. The alert will be suppressed on parameter 1. For my event
source | will use EventCreate. The EventCreate utility is a simple Windows utility that you can use to
raise simple events for testing.

The rule is defined as follows:

<Rule 1D =" AuthorMPs.Tutorial.Consolidation.ApplicationX.AlertOn101 "
Target =" AuthorMPs.Tutorial.Consolidation.ApplicationX "
ConfirmDelivery ="true ">
<Category >Custom</ Category >
<DataSources >
<DataSource ID="Event " TypelD =" Windows!Microsoft.Windows.EventProvider ">

<ComputerName >$Target/Host/Property[Type="Windows!Microsoft.Windows.Computer"
J/NetworkName$ </ ComputerName >
<LogName>Application </ LogName>
<Expression >
<And>
<Expression >
<SimpleExpression >
<ValueExpression >
<XPathQuery Type="String " >PublisherName </ XPathQuery >
</ ValueExpression >
<Operator >Equal </ Operato r >
<ValueExpression >
<Value Type="String ">EventCreate </ Value >
</ ValueExpression >
</ SimpleExpression >
</ Expression >
<Expression >
<SimpleExpression >
<ValueE xpression >
<XPathQuery
Type =" Unsignedinteger " >EventDisplayNumber </ XPathQuery >
</ ValueExpression >
<Operator >Equal </ Operator >
<ValueExpression >
<Value Type="Unsignedinteger ">101</ Value >
</ ValueExpression >
</ SimpleExpression >
</ Expression >
</ And>
</ Expression >
</ DataSource >
</ DataSources >
<WriteActions >
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<WriteAction ID =" GenerateAlert "
TypelD =" SystemHealth!System.Health.Generat eAlert ">
<Priority ~ >1</ Priority >
<Severity >2</ Severity >

<AlertMessageld >$MPElement[Name="AuthorMPs.Tutorial.Consolidation.Application
X.AlertOn101.AlertMessage"]$ </ AlertMessageld >
<AlertParameters >

<AlertParameterl  >$Target/Hos t/Property[Type="Windows!Microsoft.Windows.Comput
er'l/NetworkName$ </ AlertParameterl >
<AlertParameter2  >$Data/Params/Param[1]$ </ AlertParameter2 >
</ AlertParameters >
<Suppression >
<SuppressionValue  >$Data/Params/Param[1]$ </ Suppressio nValue >
</ Suppression >
</ WriteAction >
</ WriteActions >
</ Rule >

The rule is targeted at the Application X class and looks for an event 101 from the EventCreate event
source. An alert message string is used to build the alert description. Before importing the new
management pack and testing you need to define the string resource and the display string. The stirng
resource is defined in the presentation section of the MP:

<StringResources >

<StringResource
ID =" AuthorMPs.Tutorial.Consolidation.Ap plicationX.AlertOn101.AlertMessage ">
</ StringResources >

The display string for this resource is defined in the language pack:

<DisplayString
ElementID =" AuthorMPs.Tutorial.Consolidation.ApplicationX.AlertOn101.AlertMess
age">
<Name>Application X Alert </ Name>
<Description  >Application X running on computer {0} has faulted. Parameter
1 logged was: {1} </ Description >
</ DisplayString >

You should now test this simple rule as follows:

1. Import the updated MP with the new rule defined and ensure it is downloaded to your test
server
2. From a command prompt on the test server run :

eventcreate /i d 101 [/t information [/ d “Test

3. Run the same command 3 more times

4. Inthe Operations Console select the Application Xalertvi ew under the <~ Aut hr oM
Consolidation’ view folder

5. You will see a single alert since the alert was defined to suppress on parameter 1
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6. Open the properties of the alert and notice the repeat count shows 3
7. Return to the command prompt on the test server and now run:

eventcreate /id 101 /tinformat i on [/ d “ Test 27

8. Return to the alert view and see that a second alert is created
9. Close the 2 active alerts in the alert view

The EventCreate utility logs the parameter passed as /d as event parameter 1 and also the description of
the alert. The rule was defined to suppress on parameter 1 so we do not get more than one active alert
from a single instance of Application X with the same parameter 1.

This simple example shows alert suppression. However what we want to achieve in this tutorial is event
consoli dati on before we adlee atalluntil thérdares cemaid sumterofve won'’
events in a defined period.

Build the Consolidation Rule

In this section we will build another alerting rule but this time we are going to consolidate based on a
ten second window of time. The goal is to alert only if more than three events matching the criteria are
logged to the event log during this time. | will break to rule down piece by piece and explain as | go but
you should also refer to the appendix of this document for a full breakdown of the consolidation
module.

The rule is defined as follows:

<Rule ID =" AuthorMPs.Tutorial.Consolidation.ApplicationX.AlertOn102 "
Target =" AuthorMPs.Tutorial.Consolidation.ApplicationX "

ConfirmDelivery ="true ">
<Category >Custom </ Category >
</ Rule >

The data sources section of the rule is almost identical to the first rule we built in this tutorial. The only
difference is that | have specified a different event ID from the EventCreate event source to look for just
to avoid confusion with both rules generating alerts. So the data sources section is defined as follows:

<DataSources >
<DataSource ID="Event " TypelD =" Windows!Microsoft.Windows.EventProvider ">

<ComputerName >$Target/Host/Property[Type="Windows!Microsoft. Windows .Computer"
}/NetworkName$ </ ComputerName >
<LogName>Application = </ LogName>
<Expression >
<And>
<Expression >
<SimpleExpression >
<ValueExpression >
<XPathQuery Type="String ">PublisherName </ XPathQuery >
</ ValueExpression >
<Operator >Equal </ Operator >
<ValueExpression >
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<Value Type="String ">EventCreate </ Value >
</ ValueExpression >
</ SimpleExpression >
</ Expression >
<Expression >
<SimpleExpression >
<ValueExpression >
<XPathQuery
Type =" Unsignedinteger " >EventDisplayNumber </ XPathQuery >
</ ValueExpression >
<Operator >Equal </ Operator >
<ValueExpression >
<Val ue Type="Unsignedinteger ">102</ Value >
</ ValueExpression >
</ SimpleExpression >
</ Expression >
</ And>
</ Expression >
</ DataSource >
</ DataSources >

The next step is to add the consolidation module. In the non-consolidated rule we defined before the
data source fed the alert write action directly. In the consolidation case we need to insert a new module
which is a condition detection module. This module will only pass data to the alert write action when
the consolidation criteria we specify is met.

The module we are using is the System.ConsolidatorCondition module that is defined in the System
library. This module can take complex configuration but in the normal use case is fairly easy to
configure. In my example | want to alert only when | receive three identical events on the same
machine within a ten second period.

The module is defined as follows:
<ConditionDetection ID =" Consolidator "
TypelD =" System!System.ConsolidatorCondition ">
<Consolidator >
<Consolidation Properties />
<TimeControl >
<Latency >0</ Latency >
<WithinTimeSchedule >
<Interval >10</ Interval >
</ WithinTimeSchedule >
</ TimeControl >
<CountingCondition >
<Count >3</ Count >
<CountMode >OnNewltemTestOutputRestart_O nTimerSlideByOne </ CountMode >
</ CountingCondition >
</ Consolidator >
</ ConditionDetection >
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The appendix of this document has more detail on the available configuration. In this specific example
here is the meaning of each configuration item:

Configuration Item Meaning

Latency The time after a counting window closes to wait before outputting data. This can
be used to delay output if you think more items that should have been counted
in the window will appear (if all events are logged locally by an application you
can usually set this to zero)

Interval The time in seconds the counting window is open
Count The number of items that must be counted in the window before data is output
CountMode The method of counting. The setting | have chosen is the sliding window method

The sliding window method of counting is the most common consolidation method. This method
exhibits the following behavior.

When the first data item comes to the consolidator, the timing window is started. For subsequent data
items, if the count threshold is reached at any point during the window, the consolidator outputs data. If
the end of the window is reached, and the threshold has not been reached, the consolidator drops the
first data item that came into the window, looks at the time stamp on the second data item, and resets
the window to use this as the start time. This process continues until either the count threshold is
reached or all data items have occurred more than one window interval in the past.

The final part of the rule is the write action to generate the alert. The consolidator module in our
example took in event data as input. However, the module will output a System.ConsolidatorData data
item. Therefore when we reference properties of the event that generated the alert we need to change
the SData references. Also there are now other properties on the data item that we can use. Here is an
example data item that our rule is going to output:

<Dataltem type =" System.ConsolidatorData " time ="2009-01-06T14:19:44.00000 01-
08:00 " sourceHealthServiceld =" 36A5BF0OB- D7B9- 4CFA- 304E- 95526E9EA717 " >
<TimeWindowStart >2009-01-06T14:19:42.0000000 -08:00 </ TimeWindowStart >
<TimeWindowEnd >2009 - 01- 06T14:19:51.9999999 - 08:00 </ TimeWindowEnd >
<TimeFirst >2009-01-06T14:19:42.0000000 -08:00 </ TimeFirst >
<TimeLast >2009-01- 06T14:19:44.0000001 - 08:00 </ TimeLast >
<Count >3</ Count >

<Context >
<Dataltem type =" Microsoft.Windows.EventData " time ="2009-01-
06T14:19:44.0000001 -08:00 " sourceHealthServiceld =" 36A5BFOB- D7B9- 4CFA- 304E-

95526E9EA717 " >
<EventOriginid >{0OE3CAABD 0752 - 463E- BD55- 39D75316B9AD} </ EventOriginld >
<Publisherld  >{D5C9D62E- 11DA- 4A04- 242C- 50418B1286A0} </ Publisherld >
<PublisherName >EventCreate </ PublisherName >
<EventSourceName >EventCreate </ EventSourceName >
<Channel >Application </ Channel >
<LoggingComputer >stwilson01.stwilson.local </ LoggingComputer >
<EventNumber >102</ EventNumber >
<EventCategory >0</ EventCategory >
<EventLevel >4</ EventLevel >
<UserName>stwilson \ stwilson </ UserName>
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<RawDescription  ><![CDATA[ %1 ]]></ RawDescription >
<LCID>1033</ LCID>
<Params>
<Param>test </ Param>
</ Params >
<EventData >
<Dataltem type ="System.XmlData " time ="2009-01-06T14:19:44.3930004 -
08:00 " sourceHealthServiceld =" 36 A5BFOB- D7B9- 4CFA- 304E- 95526E9EA717 " >
<EventData >
<Data >test </ Data >
</ EventData >
</ Dataltem >
</ EventData >
<EventDisplayNumber  >102</ EventDisplayNumber >
<EventDescription ><I[CDATA|[ test ]I></ EventDescr iption >
<Keywords >36028797018963968 </ Keywords >
</ Dataltem >
</ Context >
</ Dataltem >

The write action | am using in the rule is shown below. Here | reference a target property on Windows
Computer, a data item property from the consolidated data item which represents the count of data
items received (SData/Count$) and a data item property from the event that originally was logged
(SData/Context/Dataltem/Params/Param[1]$). Compare this to the first rule we created in this tutorial
where | used SData/Params/Param[1]S.

<WriteActions >
<WriteAction ID =" GenerateAlert "
TypelD =" SystemHealth!System.Health.GenerateAlert ">
<Priority ~ >1</ Priority >
<Severity >2</ Severity >

<AlertMessageld >$MPElement[Name="AuthorMPs.Tutorial.Consolidation.Application
X.AlertOn102.AlertMessage"]$ </ AlertMessageld >
<AlertParameters >

<AlertParameterl  >$Target/Host/Property[Type="Windows!Microsoft.Windows.Comput
er'l/NetworkName$ </ AlertParameterl >
<AlertParameter2  >$Data/Count$ </ AlertParameter2 >

<AlertPara meter3 >$Data/Context/Dataltem/Params/Param[1]$ </ AlertParameter3 >
</ AlertParameters >
<Suppression >

<SuppressionValue >$Data/Context/Dataltem/Params/Param[1]$ </ SuppressionValue >
</ Suppression >
</ WriteAction >
</ WriteActions >

Note that | have kept the alert suppression to suppress on event parameter 1 as in the original rule as |
still do not want duplicate alerts for the same event.

To finish off the MP ready for testing you should add the corresponding alert string resource in your
presentation section:
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<StringResource
ID =" AuthorMPs.Tutorial.Consolidation.ApplicationX.AlertOn102.AlertMessage ">
Finally add the display string for the rule and alert message:
<DisplayString
ElementID =" AuthorMPs.Tutorial.Consolidation.ApplicationX.AlertOn102 ">
<Name>Generate Alert on EventCreate 102 </ Name>
</ DisplayString >
<DisplayString
ElementID =" AuthorMPs.Tutorial.Consolidation.ApplicationX.AlertOn102.AlertMess
age">
<Name>Application X Alert </ Name>
<Description  >Application X running on computer {0} has faulted. There were
{1} events received during the consolidation window. Parameter 1 logged was:
{2} </ Description >
</ DisplayString >

Test the Consolidation Rule
To test the rule you just created follow these steps

1. Import the updated MP with the new rule defined and ensure it is downloaded to your test

server
2.l n the Operations Console select the Applicati
Consolidation’™ view folder

3. Close any active alerts
4. From a command prompt on the test server run the following twice in quick succession :

eventcreate /id 102 [/t i nformati on

5. Go back to the alert view and ensure no alert is generated (we had less than 3 events ina 10
second window so this is expected)

6. Return to the command prompt on the test server. Run the following three times in quick
succession (within a 10 second window)

eventcreate /id 102 [/t i nformati on

7. Return to the alert view and see an alert is now raised
8. Open the properties of the alert and notice the repeat count shows 0 (only one alert is raised)

/

/

9. Return to the command prompt on the test server and again run this 3 times within 10 seconds:

eventcreate /id 102 [/t i nformati on

10. In the alert view confirm that no new alert is raised
11. Open the properties of the original alert and notice the repeat count shows 1
12. Finally run the following on the test server 3 times within 10 seconds:

eventcreate [/id 102 [t i nformati on

13. In the alert view confirm a new alert is raised
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This testing hopefully shows you consolidation in action as well as the fact that alert suppression is still
in effect on top of the consolidation. The final thing you may want to test is logging more than 3 events
in the 10 second window. You will find that the alert is always triggered on the third event and the

count always shows 3. If you log 6 events you will see a duplicate alert get created as you hit the count
threshold twice.
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Changing the Override Behavior

What is the Problem?
So the consolidation rule we have built works great. What is the problem?

The problem centers on overrides and is a common issue for module types that take complex
configuration. The correlator module type has no overrideable configuration items defined. This means
if you are using this rule in your monitoring environment there is no way to override the behavior for
different instances of Application X. Also, if you are building a management pack for customers and ship
this as a sealed MP, your customers have no way of tuning this consolidation.

As an author you do have control over the override behavior. The way to do this is to define your own
version of the consolidator module type for specific use cases. In this section we are going to wrap the
correlator module type with different configuration and define the override behavior. We are then
going to update our rule to use this new version of the module type. To set the scene here is what the
override property page looks like before we start:

Dvetride Propetties [ %]

Fule name: Generate Alert on EventCreate 102

Categons: Cuztom

Overrides target: Type: AuthortdPs Tutorial - Application ¥

Overide-controlled parameters:

Parameter Type

Default i alue

Overide Value

Change Status

Enforced

Overide | Parameter Mame  #
» Enabled

Boolean

True

True

[Ma change]

r

Friarity

Integer

1

1

[Ma change]

r

r
r

Severity

Integer

2

2

[Ma change]

r

Details:

Enabled

Description

The parameter iz not get by a custom override or by a
management pack. The effective value of this parameter
iz the default value of this parameter.

Edit...

Management pack

Select destination management pack:

IAuthorMPs Tutarial MP - Consolidation

Help |

ok |

j e |

| Cancel |

4
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You see that nothing about the consolidation logic is exposed. This is what we are going to get to at the
end of this section:

Override Properties [ x|
Rule name: Generate Alert on EventCreate 103
Categon: Customn
O-verrides target: Type: AuthotdPs Tutonal - Application =

DOverride-cantrolled parameters:

Override | Parameter Mame 4| Parameter Type Default Value | Overide Yalue | Change Status Enforcec
» Congzolidation Event Count Integer 3 3 [Mo change] r
- Consolidation "Window Integer 10 10 [Mo change] -
[ Enabled Boolean True True [Mo change] -
r Pricity Integer 1 1 [Mo change] r
- Severity Integer 2 2 [Mo change] -
4] | il
D etails:
Consolidation Event Count Description Edit..

The parameter iz nat set by a custom overide or by a
management pack. The effective value of this parameter
iz the default value of this parameter.

Management pack

Select destination management pack.:

IAuthnrMF‘s Tutarial MP - Canzolidation j [ B |
Help | (u] % | Apply | Cancel |

4

Here the repeat count and consolidation window can now be overridden.

Define a new Composed Module Type

The first step is to compose a new module type. This may sound daunting if you have never looked at
this area before. However, hopefully this simple walkthrough will show you how easy it is and the
benefits it provides.

The first step is to define the module type in our MP. This definition is made in the module type section
of the MP

<ModuleTypes >
<ConditionDetectionModuleType
ID =" AuthorMPs.Tutorial. Consolidation.SimpleSlidingWindowConsolidator
Accessibility ="Internal " Stateful ="true " PassThrough ="false ">
</ ConditionDetectionModuleType >
</ ModuleTypes >

The module is marked as stateful and pass through is set to false. How do you know what to set here?
Well since we are composing a single module that exists already the easiest way is to look at the original
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modaule type definition and copy that. If you set things incorrectly here, MPVerify will complain and tell
you what to fix. For full details of the attributes on this definition you should refer to the schema
documentation on the AuthorMPs site.

Before we go any further lets think about what we are trying to achieve here. The consolidator
configuration of the rule we created earlier was as follows:

<ConditionDetection ID =" Consolidator "
TypelD =" System!System.ConsolidatorCondition ">
<Consolidator >
<ConsolidationProperties />
<TimeControl >
<Latency >0</ Latency >
<WithinTimeSchedule >
<Interval >10</ Interval >
</ WithinTimeSchedule >
</ TimeControl >
<CountingCondition >
<Count >3</ Count >
<CountMode >OnNewltemTestOutputRestart_ OnTimerSlideByOne </ CountMode >
</ CountingConditio n>
</ Consolidator >
</ ConditionDetection >

What we are trying to achieve with our consolidation is to allow the interval and count to be overridden.

Therefore we need to expose this as configuration at a minimum. The rest of the configuration (latency

and count mode) are going to be static and | don
However | am going to use this module type in different rule definitions and | want the latency to be

configurable for each rule by me the author. Therefore | am going to expose this setting as

configuration but not allow it to be overridden

So moving back to our new module type, the first piece of the definition is the configuration the module
type will take. This is an XSD schema definition. All we want to take is three integers as configuration
and this is defined as follows:

<Configuration >
<xsd:element  name="Interval type ="xsd:integer "/>
<xsd:element  name="Count" type ="xsd:integer "/>
<xsd:element  name="Latency " type ="xsd:integer "/>
</ Configura tion >

Whenever a workflow uses this module type three configuration values must be defined (Interval, Count
and Latency).

The next step is to define the configuration items that will be overrideable. | only want the interval and
count to be overrideable in my example so | define this section as follows:

<OverrideableParameters >
<OverrideableParameter ID="Interval " Selector ="$Config/Interval$
ParameterType ="int "/>
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<OverrideableParameter ID="Count" Selector ="$Config/Count$
ParameterType ="int "/>
</ Over rideableParameters >
The main part of the module type definition defines which modules are to be used in this new type and
the flow of these modules. Our new module type is wrapping a single existing module type so the
definition is the simplest is can be. Here is the definition that | will break down piece by piece:

<Modulelmplementation >
<Composite >
<MemberModules >
<ConditionDetection ID =" Consolidator
TypelD =" System!System.ConsolidatorCondition ">
<Consolidator >
<Consolidat ionProperties />
<TimeControl >
<Latency >$Config/Latency$ </ Latency >
<WithinTimeSchedule >
<Interval  >$Config/Interval$ </ Interval >
</ WithinTimeSchedule >
</ TimeControl >
<CountingCond ition >
<Count >$Config/Count$ </ Count >

<CountMode >OnNewltemTestOutputRestart_ OnTimerSlideByOne </ CountMode >
</ CountingCondition >
</ Consolidator >
</ ConditionDetection >
</ MemberModules >
<Composition >
<Node ID =" Consolidator " />
</ Composition >
</ Composite >
</ Modulelmplementation >

The first part of the module implementation section defines the System.ConsolidatorCondition module
and we use the same configuration as | did previously when building the consolidation rule. The only
difference is that | do not hardcode the latency, interval or count values. Instead | pass through the
configuration the author has provided for this module. This is done using the SConfig reference syntax.
MP verification will ensure that these refer to valid configuration values | specified in the configuration
schema for the module.

The second part of the implementation section defines the workflow of modules in a node tree. Since
there is only a single module in this composition this is very simple and simply refers to the module we
just defined via the ID | gave it (Consolidator).

The final part of the module type definition is to define the input and output types. Again since we are
wrapping a single module type these will normally be exactly the same as the module that we are
wrapping. Looking in the System Library you should see that the consolidator module type takes a sinlge
base data item as input and outputs consolidator data. Therefore we define the output and inputs as
follows:
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<OutputType >System!System.ConsolidatorData </ OutputType >
<InputTypes >

<InputType >System!System.BaseData </ InputType >
</ InputTypes >

That wraps up the module type definition. Hopefully you followed what we were trying to achieve —if

not keep going and it will become apparent when we build the rule that uses this module type. The full

modaule type definition that we just created is shown below:

<ConditionDetectionModuleType
ID =" AuthorMPs.Tutorial.Consolidation.SimpleSlidingWindowConsol idator "
Accessibility ="Internal " Stateful ="true " PassThrough ="false ">
<Configuration >
<xsd:element  name="Interval " type ="xsd:integer "/>
<xsd:element  name="Count" type ="xsd:integer "/>
<xsd:element name="Latency " type ="xsd:integer "/>
</ Config uration >
<OverrideableParameters >
<OverrideableParameter ID="Interval " Selector ="$Config/Interval$ "
ParameterType ="int "/>
<OverrideableParameter ID="Count" Selector ="$Config/Count$ "
ParameterType ="int "/>
</ OverrideableParameters >
<Modulelmple mentation >
<Composite >
<MemberModules >
<ConditionDetection ID =" Consolidator "
TypelD =" System!System.ConsolidatorCondition ">
<Consolidator >
<ConsolidationProperties />
<TimeControl >
<Latency >$Config/Latency$ </ Latency >
<WithinTimeSchedule >
<Interval  >$Config/Interval$ </ Interval >
</ WithinTimeSchedule >
</ TimeControl >
<CountingCondition >
<Count >$Config/Count$ </ Count >

<CountMode >OnNewltemTestOutputRestart_OnTimerSlideByOne </ CountMode >
</ CountingCondition >
</ Consolidator >
</ ConditionDetection >
</ MemberModules >
<Composition >
<Node ID =" Consolidator " />
</ Composition >
</ Composite >
</ Modulelmplementation >
<OutputType >System!System.ConsolidatorData </ OutputType >
<InputTypes >
<InputType >System!System.BaseData </ InputType >
</ InputTypes >
</ ConditionDetectionModuleType >
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Just to finish things up we will add a display string for the new module type and display strings for the
two configuration items that can be overridden.

<DisplayString

ElementID =" AuthorMPs.Tutorial.Consolidation.SimpleSlidingWindowConsolidator ">
<Name>Simple Sliding Window Consolidator </ Name>

</ DisplayString >

<DisplayString

ElementID =" AuthorMPs.Tutorial.Consolidation.SimpleSlidingWindowConsolidator )
SubElementID ="Interval ">
<Name>Consolidation Window </ Name>
</ DisplayString >
<DisplayString
ElementID =" AuthorMPs.Tutorial.Consolidation.SimpleSlidingWindowConsolidator )
SubElementID =" Count ">
<Name>Consolidation Event Count </ Name>
</ DisplayString >

In the next section we will actually use this updated module type.

Use the new Module Type
To use the module type we will copy the consolidation rule we created earlier (this is the rule looking for
event 102). You should copy this and change the following in the MP:

 Change the ID of the rule to AuthorMPs.Tutorial.Consolidation.ApplicationX.AlertOn103

 Change the event we are looking for in the data source configuration to 103

9 Change the alert message id to
AuthorMPs.Tutorial.Consolidation.ApplicationX.AlertOn103.AlertMessage

To change the rule to use our new module type we just defined, delete the existing condition detection
module and replace with the following:

<ConditionDetection ID =" Consolidator "

TypelD =" AuthorMPs.Tutorial. Consolidation.SimpleSlidingWindowConsolidator ">
<Interva |>10</ Interval >
<Count >3</ Count >
<Latency >0</ Latency >

</ ConditionDetection >

Now add the alert string resource to the presentation section of the MP:

<StringResource
ID =" AuthorMPs.Tutorial.Consolidation.ApplicationX.AlertOn103.AlertMessage ">

Finally give the rule and alert string display strings:

<DisplayString
ElementID =" AuthorMPs.Tutorial.Consolidation.ApplicationX.AlertOn103 ">
<Name>Generate Alert on EventCreate 103 </ Name>
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</ DisplayString >

<DisplayString
ElementID =" AuthorMPs.Tutorial.Consolidation ApplicationX.AlertOn103.AlertMess
age n >

<Name>Application X Alert (new module type) </ Name>

<Description  >Application X running on computer {0} has faulted. There were
{1} events received during the consolidation window. Parameter 1 logged was:
{2} </ Description >
</ DisplayString >

Now you are ready to test this new rule. It should function exactly the same way as the 102 rule we
created earlier so test the same way as you did before to convince yourself it is the same. Obviously you
should use event 103 when running EventCreate as part of your testing.

Set an Override

The final test we want to do is to see that we can actually set an override and see it working. We are
going to override the count configuration item for the 103 rule we just created. You should perform the
following steps:

9 Locate the consolidation rule looking for event 103 (it is named “Generate Alert on EventCreate
103") in the authoring space of the Operations Console

Open the properties

Go to the overrides tab

Select Override and chose “For a specific object ..”

Select the instance of Application X that you are testing against

Set the Consolidation Event Count property to be 5

Set the Consolidation Window to be 20

Click OK to close the override page

Click OK to close the rule

Ensure new configuration has been downloaded to your test machine

Clear all active alerts for Application X

Generate 3 EventCreate events within 10 seconds with ID 103 and see that no alert is created

=4 =4 =4 4 -4 -4 4 -4 -4 - -9

this time
I Generate 5 EventCreate events within 20 seconds with ID 103 and see that the alert is now
created
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Appendix z Consolidator Configuration

Summary

The System.ConsolidatorCondition condition detection module type is used to consolidate multiple
incoming data items based on a specific schedule or a time interval. A module of this type accepts data
of any type and outputs System.ConsolidatorData.

Parameters

Parameter Type Description

ConsolidationProperties Complex A set of XPath expressions to specify like
data items that should be correlated
together. This element is required but
can be empty

TimeXPathQuery String This is an optional parameter that is used
to specify a data item property to use as
the time value other than the actual time
value on the data item

TimeControl Complex Defines the time window(s) that events
will be consolidated over

CountingCondition Complex Defines the method of counting data
items for consolidation.

ConsolidationProperties

This element contains one or more XPath expressions that identify the criteria for the incoming data
items to be consolidated. This is not required if an expression filter module is used (before the
consolidator module) to filter the data items to a set of items that should be considered the same.

This element is always required, but it can be left empty when all incoming data items should be
consolidated as one. For example:

<ConsolidationProperties />

If there are multiple incoming data items that you want to consolidate into groups of items, then specify
the data item properties that will be used to classify the data items as the same for consolidation
purposes. The ConsolidationProperties element is made up of zero or more PropertyXPathQuery
elements. The exact expression is dependent on the data item that is the input to the consolidation
module.
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For example, if you are monitoring the Windows event log, you can use the event provider data source
to collect all events with event IDs in the range 101 to 110. However, you might want to output
consolidated data only if there are more than 10 events of any one of these event IDs within 60 seconds.
In this scenario, you specify the following configuration:

<ConsolidationProperties >
<PropertyXPathQuery = >EventDisplayNumber </ PropertyXPathQuery >
</ ConsolidationProperties >

You can specify multiple properties that must match to consolidate the data items. The following code
example shows how to use the first event parameter and the event ID to group like events together:

<ConsolidationProperties >

<PropertyXPathQuery  >EventDisplayNumber </ PropertyXPathQuery >
<PropertyXPathQuery  >Params/Param[1] </ PropertyXPathQuery >
</ ConsolidationProperties >

When consolidation properties are used, the module runs all consolidation calculations in parallel with
as many parallel consolidations as there are incoming groups of events. Each calculation will output data
that is independent of the other consolidations in progress; subsequent modules in the workflow should
take this into account.

TimeXPathQuery

By default, the time value that is used for consolidation evaluation is the time attribute of the incoming
data items. It is possible to change this behavior and use a different attribute or element of the incoming
data items than the time. It is not recommended that you use this parameter, and you should omit it for
most monitoring scenarios.

The TimeControl parameter specifies the window that consolidation occurs in. The exact use of this
window is dependent on the CountingCondition parameter that is described later in this document.
There are two types of time windows available:

T Within time schedule

1 Generic schedule
Note that the generic schedule cannot be used with the sliding window counting method.

The TimeControl element takes the following parameters:

Parameter Type Description

Latency Integer The time to wait after the
consolidation window for data
items that might be delayed. This
parameter is optional, and the
default is 60 seconds if it is not
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Parameter Type Description

specified.

GenericSchedule Complex Defines a schedule of windows for
consolidation to occur. A simple
recurring schedule or a more
complicated weekly schedule can
be defined. Either
GenericSchedule or
WithinTimeSchedule can be
defined, but not both.

WithinTimeSchedule Complex Defines a simple time window for
consolidation that is triggered by
incoming data items. Either
GenericSchedule or
WithinTimeSchedule can be
defined, but not both.

WithinTimeSchedule

This option specifies a time window in seconds. This time window is used to consolidate all data items
within the window and output the consolidated data item if the configured conditions are met.

The following code example shows an example configuration of the TimeControl parameter that
specifies a window of 60 seconds.

<TimeControl >
<WithinTimeSchedule >
<Interval >60</ Interval >
</ WithinTimeSchedule >
</ TimeControl >

When this type of time control is used, the first data item starts the time window. The time window runs
for the specified time. The module can output a consolidated item either during this window, at the end
of the window, or not at all, depending on the counting mode configuration that is specified.

Generic Schedule

The generic schedule allows more granular window control and offers a simple recurring schedule or a
weekly schedule option. Note that when a generic schedule is being used, the timing window is no
longer triggered by incoming data items but is based on a set schedule.

A simple recurring schedule specifies a unit of time and a recurring interval to execute on. If the units
are not specified, the value is interpreted as seconds. Optionally, a synchronization time can be
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specified. The following code example shows a sample generic schedule that uses the simple recurring
schedule:

<GenericSchedule >
<SimpleReccuringSchedule >
<Interval >120</ Interval >
</ SimpleRec curingSchedule >
<ExcludeDates />

</ GenericSchedule >

To specify a value in units other than seconds, the unit attribute is used. For example:

<GenericSchedule >
<SimpleReccuringSchedule >
<Interval Unit =" Minutes " >30</ Interval >
</ SimpleReccuringSchedule >
<ExcludeDates />
</ GenericSchedule >

The allowed values for the unit attribute are:

1 Seconds
1 Minutes
1 Hours

1 Days

A synchronization time can be specified as configuration to force the window to align to a specific time
of day. The synchronization time is specified in hours and minutes and uses the 24-hour format. For
example:

<GenericSchedule >
<SimpleReccuringSchedule >
<Interval Unit =" Minutes " >30</ Interval >
<SyncTime >13:00 </ SyncTime >
</ SimpleReccuringSchedule >
<ExcludeDates />
</ GenericSchedule >

The consolidation window does not have to wait until the synchronization time for the first data
consolidation. When the schedule is initialized, the next closed time is used, based on the 24-hour
schedule. For example, if the preceding configuration was used, and the workflow was initialized at
13:20, the first window starts at 13:30 and then starts every 30 minutes after that point.

When a simple schedule is used, the time window is on a fixed schedule and is not affected by the
incoming data items. The point at which data is output for the window is dependent on the counting
mode. For the OnNewltemNOP_OnTimerOutputRestart mode, data is output only at the end of each
window if at least one data item was received as input during the window. For the other two counting
modes, data can be output at any time during the window, based on the number of data items received.
The following describes the behavior of each counting mode.

AuthorMPs.com 27



Either zero or one consolidated data item is output during each window for every counting mode. Data

items that occur in the window after a consolidated data item has already been output are not
processed.

A weekly schedule specifies a more complex set of windows for the consolidator module to evaluate.
This can either be a daily schedule or a schedule that spans multiple days.

The daily schedule specifies the days of the week, the start time, and the end time. Multiple windows
can be added to the configuration as required. The following example shows a window that runs from
Monday to Friday from 9:00 to 10:00:

<GenericSchedule >
<WeeklySchedule >
<Windows >
<Daily >
<Start >09:00 </ Start >
<End>10:00 </ End>
<DaysOfWeekMask >62</ DaysOfWeekMask >
</ Daily >
</ Windows >
</ WeeklySchedule >
<ExcludeDates />
</ GenericSchedule >

The DaysOfWeekMask element represents one or more days of the week that the window should run. A

single day or multiple days can be specified according to the following values:

Day Value
Sunday 1
Monday 2
Tuesday 4
Wednesday 8
Thursday 16
Friday 32
Saturday 64

To specify a single day, enter the enumerator value for that day into the DaysOfWeekMask
configuration element.
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To specify multiple days, add the values for the days together. For example, for Monday, Wednesday
and Friday you would specify 42 (2+8+32).

Multiple windows can be specified as shown in the following example, which has two windows, one
from 9:00 to 10:00, Monday to Friday and the other 17:00 to 18:00, Monday and Friday:

<GenericSchedule >
<WeeklySchedule >
<Windows >
<Daily >
<Start >09:00 </ Start >
<End>10:00 </ End>
<DaysOfWeekMask>62</ DaysOfWeekMask >
</ Daily >
<Daily >
<Start >17:00 </ Start >
<End>18:00 </ End>
<DaysOfWeekMask >34 </ DaysOfWeekMask >
</ Daily >
</ Windows >
</ WeeklySchedule >
<ExcludeDates />
</ GenericSchedule >

The daily schedule does not allow the window to span multiple days. If this is required, you must use the
multiple days schedule. This schedule specifies the start and end time, together with a start and end
day. The day is specified by using the day values as described previously for the DaysOfWeekMask
element.

The following code example shows a window that runs from Monday at 23:00 to Tuesday at 9:00:

<GenericSchedule >
<WeeklySchedule >
<Windows >
<MultipleDays >
<Start >23:.00 </ Start >
<StartDayOfWeekMask >2</ StartDayOfWeekMask >
<End>09:00 </ End>
<EndDayOfWeekMask>4</ EndDayOfWeekMask>
</ MultipleDays >
</ Windows >
</ WeeklySchedule >
<ExcludeDates />
</ GenericSchedule >

Two or more MultipleDays elements can be added, as required. MultipleDays elements can be
combined with Daily elements, as required. For example:

<GenericSchedule >

<WeeklySchedule >
<Windows >
<MultipleDays >
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<Start >23:00 </ Start >
<StartDayOfWeekMask >2</ StartDayOfWeekMask >
<End>09:00 </ End>
<EndDayOfWeekMask>4</ EndDayOfWeekMask>

</ MultipleDays >

<MultipleDays >
<Start >23:00 </ Start >
<StartDayOfWeekMask >8</ StartDayOfWeekMask >
<End>09:00 </ End>
<EndDayOfWeekMask>16</ EndDayOfWeekMask>

</ MultipleDays >

<Daily >
<Start >10:00 </ Start >
<End>11:00 </ End>
<DaysOfWeekMask>127 </ DaysOfWeekMask >

</ Daily >

</ Windows >
</ WeeklySchedule >
<ExcludeDates />
</ GenericSchedule >

Specific dates can excluded from the consolidation module when you are using either the simple
recurring schedule or the weekly schedule options. Individual days are specified by using the
ExcludeDates configuration.

Any number of date ranges can be added, with the constraint that a date range must be contiguous (for
example, February 2 to February 4). The year is not specified when you enter the date. You can specify a
single date by setting the start and end date to be the same date. The Description can be used
optionally to describe why the exclusion has been made, but this does not affect the module behavior in
any way.

Dates are entered in the MM/DD format.

The following code example shows two ranges specified. This stops consolidation output for the date
range of between February 2 and the February 5, and also on December 1:

<ExcludeDates >
<Daylnterval >
<Start >02/02 </ Start >
<End>02/05 </ End>
<Description />
</ DaylInterval >
<Daylnterval >
<Start >12/01 </ Start >
<End>12/01 </ End>
<Description />
</ DaylInterval >
</ ExcludeDates >

Latency
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The Latency parameter specifies how long to wait after the consolidation window before either
outputting data or dropping the current data. The Latency parameter is used for data items that might
arrive after the time window due to a delay in delivery. For example, data items that were logged to the
local Event log over a network could use the Latency parameter. If these items had arrived on time they
would have fallen into the time window and their timestamp would indicate this. Therefore, the
consolidator module can wait in case more items are in the window and then retroactively include them
in the consolidation. The value of the Latency parameter is specified in seconds and is optional. If it is
not specified, the default value is 60 seconds.

The consolidator module does not always wait for the latency period to output data. If sufficient data
has arrived to meet the consolidation conditions, the module outputs when it is ready. If the count has
not been reached, the module waits to ensure that no more data arrives.

For the OnNewltemNOP_OnTimerOutputRestart counting method, there is no count value specified in
the configuration. In this counting mode, the module always waits for the latency before outputting
data.

CountingCondition

The CountingCondition configuration defines the method of counting incoming data items. There are
three counting methods available. The behavior of each mode is compared through examples in the
Remarks section of this document.

The CountingCondition element has two sub-elements:

Parameter Type Description

Count Integer Specifies how many repeated data items are required
within the counting window to trigger output. This
element is not required for the
OnNewltemNOP_OnTimerOutputRestart counting
method.

CountMode String Specifies the counting method. There are three values
that can be specified in this parameter:

1 OnNewltemNOP_OnTimerOutputRestart

1
OnNewltemTestOutputRestart_OnTimerSlideB
yOne

1 OnNewltemTestOutputRestart OnTimerRestart

OnNewltemNOP_OnTimerOutputRestart
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This counting method uses a fixed window that is specified in the TimeControl parameter. A
consolidated data item is output only at the end of the window and never during the window. After
each window either one or zero data items are output.

When this counting method is specified, no count should be configured for the module; if a count is
configured, the module raises an error in the Operations Manager event log and the workflow is not run.

The following code example shows an example configuration for this mode of counting:

<CountingCondition >
<CountMode >OnNewltemNOP_OnTimerOutputRestart </ CountMode >
</ CountingCondition >

This method performs no evaluation of the count of data items received in the window. If evaluation of
the number of data items is required, based on the output of the consolidation, it is necessary to use an
expression module after the consolidator module in the workflow.

This method is used for scenarios in which you want to count the number of events over the time
window and not stop counting when you reach a threshold. This data can be mapped to an event and
stored for reporting purposes, or used to drive the alerting or monitor state.

OnNewltemTestOutputRestart_OnTimerRestart

This counting method uses a fixed window that is specified in the TimeControl parameter and a count
value is configured. This count is the threshold for the number of data items that must occur during the
timing window that will cause the data items in the window to be consolidated into an output from the
consolidator. If this threshold is reached, the module outputs a consolidated data item immediately and
does not wait for the end of the window. If the threshold is not reached and the window ends, no data is
output from the consolidator. The next data item triggers a new window and disregards the events that
fall into the closed window.

The following code example shows an example configuration:

<CountingCondition >

<Count >3</ Count >

<CountMode >OnNewltemTestOutputRestart OnTimerRestart </ CountMode >
</ CountingCondition >

OnNewltemTestOutputRestart_OnTimerSlideByOne

This counting method uses a sliding window that is specified in the TimeControl parameter. It is not
possible to use a generic schedule with this method of counting. A simple WithinTimeSchedule
configuration must be used. A count value is required for this counting method to specify the threshold
for the number of data items that must occur during the timing window. With this method, the window
is not fixed after it begins, and the end point can move. This method looks for a set number of data
items within the specified window at whatever point the set number occurs.
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When the first data item comes to the consolidator, the timing window is started. For subsequent data
items, if the count threshold is reached at any point during the window, the consolidator outputs data. If
the end of the window is reached, and the threshold has not been reached, the consolidator drops the
first data item that came into the window, looks at the time stamp on the second data item, and resets
the window to use this as the start time. This process continues until either the count threshold is
reached or all data items have occurred more than one window interval in the past.

The following code example shows an example configuration for this module type:

<CountingCondition >

<Count >5</ Count >

<CountMode >OnNewltemTestOutputRestart_OnTimerSlideByOne </ CountMode >
</ CountingCondition >

To compare the three counting methods described in this section, see the scenario in the following
Remarks section.

Remarks

The following code example shows a data item that is output from the consolidator module for
Windows event data: The contents of the data item element are dependent on the type of data that is
being consolidated.

<Dataltem type =" System.ConsolidatorData " time ="2008-10- 23T14:16:29.0013505 -
07:00 " sourceHealthServiceld =" BOBE86FA- 56AD- 1F2E- EE87- SDF72FC53818" >
<TimeWindowStart >2008- 10- 23T14:16:17.0000000 -07:00 </ TimeWindowStart >
<TimeWindowEnd >2008 - 10- 23T14:16:26.9999999 - 07:00 </ TimeWindowEnd >
<TimeFirst >2008- 10-23T14:16:17.0000000 - 07:00 </ TimeFirst >
<TimeLast >2008-10- 23T14:16:23.0000000 -07:00 </ TimeLast >
<Count >3</ Count >

<Context >
<Dataltem type =" Microsoft.Windows.EventData " time ="2008- 10-
23T14:16:23.0000000 -07:00 " sourceHealthServiceld =" BOBEB6FA- 56 AD- 1F2E- EE87-

8DF72FC53818" >
<EventOriginid >{C9D083CE- 9C36- 42B9- 82CE- 5051C8BA180C} </ EventOriginid >
<Publisherld  >{D5C9D62E- 11DA- 4A04- 242C- 50418B1286A0} </ Publisherld >
<PublisherName >EventCreate </ PublisherName >
<EventSourceName >EventCreate </ EventSourceName >
<Channel >Application </ Channel >

<LoggingComputer >stwilsonx20.redmond.corp.microsoft.com </ LoggingComputer >
<EventNumber >206 </ EventNumber >
<EventCategory >0</ EventCategory >
<EventLevel >4</ EventLevel >
<UserName>REDMONDtwilson </ UserName>
<RawDescription  ><![CDATA[ %1 ]]></ RawDescription >
<LCID>1033</ LCID>
<Params>
<Param>Test Event </ Param>
</ Params >
<EventData >
<Dataltem type =" System.XmlData " time ="2008-10-23T14:16:23.9418446 -
07:00 " sourceHealthServiceld =" BOBE86FA- 56 AD- 1F2E- EE87- 8DF72FC53818" >
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<EventData >
<Data >test </ Data >
</ EventData >
</ Dataltem >
</ EventData >

<EventDisplayNumber >206 </ EventDisplayNumber >

<EventDescription ><I[CDATA[ Test Event

[I></ EventDescription >

<Keywords >36028797018963968 </ Keywords >

</ Dataltem >
</ Context >
</ Dataltem >

In the preceding code example, consider the following sequence of events that are input to the

consolidator module that begin at midnight (0:00:00):

Event 11 0:00:00
Event 27 0:00:08
Event 37 0:00:15
Event 471 0:00:17
Event 571 0:00:23

=A =4 =4 4 A

For each counting method, the time control is configured to be a simple WithinTimeSchedule of 10

seconds, and there are no excludes specified. The two counting methods that take a count as

configuration are set to 3.

The following consolidator output occurs for each counting method:

Counting Method

Output

OnNewltemNOP_OnTimerOutputRestart

Occurs at 00:00:10 after the end of the first
window, which was started by event 1.

Output has a consolidated count of 2 (event 1
and 2).

Occurs at 00:00:25 after the end of the second
window, which was started by event 3.

Output has a consolidated count of 3 (event 3,
4 and 5)

OnNewltemTestOutputRestart_OnTimerRestart

Outputs at 00:00:23 after the third event that
is received, following the start of the window
that was started by event 3.

Output has a consolidated count of 3 (event 3,
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Counting Method

Output

4 and 5)

OnNewltemTestOutputRestart_OnTimerSlideByOne

Outputs at 00:00:17 after the third event that
was received, following the sliding window that
was moved to start at event 2.

Output has a consolidated count of 3 (event 2,
3 and 4).
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